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RE: CCI’s Public Comment on IOSCO’s Consultation Report on Policy Recommendations for
Decentralized Finance (DeFi)

The Crypto Council for Innovation (“CCI”), a global alliance of industry leaders in the
digital assets space, appreciates the opportunity to provide feedback on the IOSCO “Policy
Recommendations for Decentralized Finance (DeFi)” (“the Report”). We commend IOSCO for
this important work of tackling this regulatory challenge: “How do you regulate activities that are
decentralized without intermediaries?” As part of this comment letter, we attach CCI’s
recently-released white paper: “Key Elements of an Effective DeFi Framework” (see Annex).

CCI members span the crypto ecosystem and include some of the leading global
companies and investors operating in the industry. CCI members share the goal of encouraging
the responsible global regulation of crypto to unlock economic potential, improve lives, foster
financial inclusion, protect security, and disrupt illicit activity. Achieving these goals requires
informed, evidence-based policy decisions realized through collaborative engagement between
regulators and industry. It also requires recognition of the transformative potential of crypto in
improving and empowering the lives of global consumers. CCI and its members stand ready
and willing to work with IOSCO and its members to accomplish these goals and ensure that the
most transformative innovations of this generation and the next are best allowed to flourish
around the world.

To this end, we support the development of regulatory frameworks that enhance investor
protection and market integrity. We also recommend that the final Report explicitly recognizes
the benefits of digital assets and the importance of promoting ongoing innovation in this space,
while taking an objective assessment of any potential risks and how they should be mitigated.
We request that IOSCO specifically consider benefits, such as expanding financial access and
inclusion, upgrading financial infrastructure, improving transactional efficiencies and reducing
costs, unlocking programmable money, and enhancing privacy, in arriving at its
recommendations. A failure to consider the benefits of responsibly facilitating crypto innovation
may result in overly restrictive regulation that risks stifling its appropriate development and may
run counter to IOSCO’s ultimate goal of promoting regulatory consistency.

Against this backdrop, we provide feedback below on key topics that cut across several
of the Report’s Recommendations and questions. Our feedback centers on advancing
regulatory frameworks that enhance both investor protection and market integrity while fostering



responsible innovation built upon crypto technologies. Specifically, we address the following
proposed policy recommendations and questions:

IOSCO Recommendation 1 – Analyze DeFi Products, Services, Arrangements, and
Activities to Assess Regulatory Responses

We support IOSCO’s first policy recommendation that regulators should understand
DeFi services, activities and arrangements. DeFi’s implementation is different from
implementation in traditional finance (TradFi), so understanding the underlying technologies is
crucial. This different implementation can present risks that are fundamentally different in nature
than risks posed by similar services in TradFi. Thus, rather than follow the TradFi regulatory
principle: “same activity, same risk, same regulation”, we suggest that regulators assess the
DeFi service for its particular risks and apply regulation that addresses these particular risks:
“Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome” of investor
protection, market integrity, and financial stability.

IOSCO Recommendation 2 - Identify Responsible Persons

We express concern with how the second recommendation can be implemented for
DeFi. There are many so-called decentralized protocols that are decentralized in name only
(“DINO”). Where protocols are DINOs, many of the risks applicable to TradFi may apply, so
DINOs likely do not qualify for different regulatory treatment as compared to TradFi. As a result,
it is critical that regulators, together with industry, define decentralization. Such a definition
should focus on the aspects of decentralization that change the risk paradigm applicable to
decentralized protocols. Protocols that are in fact decentralized should meet two critical tests:

First, no single person or the managerial efforts of a specific or limited group of persons
can (i) control or fundamentally alter a protocol’s purpose or code; (ii) control user funds or
assets; (iii) reverse transactions; or (iv) restrict access to the protocol. Second, a decentralized
protocol must be built on an open-source and permissionless blockchain to help ensure the
protocol’s decentralized and non-discriminatory nature.

If a protocol meets these two tests, then there is no responsible central intermediary.
Consequently, IOSCO’s proposal regarding Responsible Persons is overly broad and fails to
account for true decentralized protocols. Where protocols are not truly decentralized,
“Responsible Persons” may include everyone from a project’s founders and developers, issuers
and holders of governance/voting tokens, participants in Decentralized Autonomous
Organizations (DAOs), those with administrative rights, access rights, or material information
regarding the protocol, those who promote or profit from the protocol. However, where a DeFi
protocol is truly decentralized as described above, regulation of persons who cannot control the
protocol would be misplaced and ineffective

As we outline in our white paper, regulation should be applied at the app layer. It is at
this layer that users access DeFi protocols. In contrast to open-source software and
decentralized protocols, most apps providing access to DeFi protocols are managed by
centralized crypto asset service providers whose control over such apps may give rise to similar



risks that regulation can mitigate. Moreover, such centralized crypto asset service providers are
capable of complying with regulation whereas “Responsible Persons” with respect to a
decentralized protocol (e.g., a single developer assisting in the maintenance of a decentralized
protocol) would not be because the protocol is decentralized. Therefore, in cases where
protocols are decentralized the Responsible Persons potentially subject to regulation should be
persons at the app-operating businesses: “Regulate Businesses, Not Public Good Protocols.”1

We also wish to put forward the policy recommendation that regulators establish a
regulatory safe harbor or sandbox that allows protocols to evolve into decentralized protocols.
Most protocols need time to decentralize — and such decentralization should be encouraged
given its potential benefits for the digital economy. Protocols that graduate from the regulator
safe harbor program with the five key features:1) decentralized, 2) open source, 3) autonomous,
4) standardized, and 5) non-discriminatory access and use, would be ‘Public Good Protocols’
that would be exempt from regulation. For the other protocols that do not graduate from the
regulatory safe harbor program, such protocols must be subject to regulation.2 Regardless of
the protocol’s stage of development, the businesses operating applications providing access to
any protocol should always remain subject to regulation.

We are encouraged by policymakers who have begun to recognize Distributed Ledger
Technology (DLT) as a form of public good. We wish to highlight Article 63 of ESMA’s recently
published consultation paper, which recognizes that “the use of permissionless DLT
infrastructure does not constitute a third-party provider relationship (in the traditional contractual
sense)” and that “permissionless DLTs may be considered a form of ‘common good’ resource.”3

IOSCO Recommendation 3 - Achieve Common Standards of Regulatory Outcomes.

We support IOSCO’s desire to achieve the same regulatory outcomes of investor
protection, market integrity and financial stability. However, we wish to highlight that true
decentralized finance protocols (not DINOs) have risks that can be fundamentally different from
risks posed by similar services provided in TradFi. Some of the mappings of DeFi products,
services, arrangements, and activities on TradFi equivalents overlooks the fundamental
differences in risks between DeFi and TradFi equivalents. Not only should the differences
between DeFi and TradFi risks be regulated differently to achieve the same regulatory
outcomes of investor protection and financial stability, it is also difficult to conceptualize how
certain TradFi regulations can be applied to DeFi projects, which lack a centralized intermediary.
For instance, in such cases, there is often no possibility of risks arising due to conflicts of
interests, and as a result, regulations intended to mitigate the risks of conflicts of interests are
not necessary. Thus, we recommend a different regulatory approach for true decentralized
projects.

3 See European Securities and Markets Authority, “Technical Standards specifying certain requirements of
Markets in Crypto Assets Regulation (MiCA) - second consultation paper,” (October 5, 2023),19.

2 See id., 48.

1 See Crypto Council for Innovation, “Key Elements of an Effective DeFi Framework,” [hereinafter “CCI
white paper”], 15.



IOSCO Recommendation 4 – Require Identification and Addressing of Conflicts of
Interest

We support this recommendation as it is important to identify risks to the DeFi project.
We wish to point out that most oracles and bridges are not decentralized. They are typically
separate and apart from DeFi protocols, but they do play important roles in the overall
ecosystem. Stablecoin issuers also play important roles in the DeFi ecosystem since value is
often moved on chain in the form of stablecoins. As a result, DeFi regulation should accompany
regulations applicable to stablecoin issuers. Finally, issues arising from the functionality of the
underlying blockchain to which a DeFi protocol is deployed, including congestion or Maximal
Extractable Value (MEV), can also serve as transmissions of risk to the DeFi protocol.4

However, we view these issues as risks to the proper functioning of the DeFi protocol, not as
conflicts of interest.

IOSCO Recommendation 5 – Require Identification and Addressing of Material Risks,
Including Operational and Technology Risks

We support this recommendation and believe these requirements can be applied in the
regulatory safe harbor or regulatory sandbox environment.5 Regulatory obligations also need to
be applied to app-operating businesses.6

IOSCO Recommendation 6 – Require Clear, Accurate and Comprehensive Disclosures

CCI is generally supportive of disclosure requirements. However, for protocols that are
decentralized, we would support placing the burden of disclosure requirements on businesses
which operate app interfaces that directly interact with the consumer.7 Otherwise, such placing
regulatory requirements on decentralized protocols would necessitate the recentralization of the
protocol to achieve disclosure compliance. App-operating businesses also choose which
protocols to access, so such an approach would apply appropriate regulatory incentives for
app-operating businesses to assess protocols on their users’ behalf.8

Questions from the DeFi Public Consultation

1. Do you agree with the Recommendations and guidance in this Report? Are there others that
should be included?

● CCI is generally supportive of any effort to provide regulatory clarity and global
standardization. We have raised some of our concerns regarding the IOSCO
Recommendations in the section above.

● We are particularly concerned by Recommendation 2 on the identification of
“Responsible Persons,” as well as its implications for subsequent recommendations.

8 See id., “Independent Certification Regime Organization (ICRO): a self-regulating entity,” 47.
7 See id., “Digital Tech Stacks,” 12. See also id., “DeFi Policy Recommendations,” 43.
6 See id.
5 See id., “DeFi Policy Recommendations”, 43.
4 See CCI White Paper, “Key Elements of an Effective DeFi Framework,” 39.



While we recognize that decentralization may be difficult to achieve in varying degrees
(for example, the complexity of stakeholders in a layer 1 blockchain requires
decentralization across a broader set of components than a smart contract protocol),
decentralization can and does occur in practice. It is also the critical benefit made
possible by blockchain technology, and should therefore be incentivized by regulatory
structures, not prevented. The identification of Responsible Persons presumes that there
will usually be someone who exercises control over a given ecosystem, which is not
always the case. A regulatory scheme that requires a Responsible Persons regime
precludes the possibility of decentralization from occurring. This introduces centralization
concerns and security risks while obviating the benefits afforded by blockchain
technology.

The list of potential Responsible Persons is worryingly broad. For example, "those with
access to material information about the protocol" could unintentionally include members
of the general public or independent third-parties building on top of the protocol.9

Generally speaking, information asymmetries are not present with respect to the
functioning of a protocol because the protocol functions entirely on-chain in view of
anyone with access to the blockchain. As a result, this category needs revision.

As CCI’s white paper “Key Elements of an Effective DeFi Framework” (see Annex)
explains, decentralization depends on whether a protocol’s underlying software can be
controlled or modified by one person or a group of connected persons. Our paper puts
forth two critical tests to determine a protocol’s decentralized status: First, no single
person or the managerial efforts of a specific or limited group of persons can (i) control
or fundamentally alter a protocol’s purpose or code; (ii) control user funds or assets; (iii)
reverse transactions; or (iv) restrict access to the protocol. Second, a decentralized
protocol must be built on a public and permissionless blockchain to help ensure the
protocol’s decentralized and non-discriminatory nature.10 By contrast, the Report seems
to suggest that there can be many independent Responsible Persons who hold some
form of influence over a decentralized project, including uniquely skilled coders, large
token holders, and validators.

CCI is concerned about the effects a Responsible Persons regime would have on the
Report’s subsequent policy recommendations, whereby “Responsible
Persons”–including individual developers, a DAO’s tokenholders and independent
contractors, would become responsible for managing conflicts of interest
(Recommendation 4), identifying and managing technology and operational risks
(Recommendation 5), and be obligated to provide disclosures (Recommendation 6). This
approach is counterproductive in achieving regulatory objectives. Conflicts of interest risk
would not arise if a DeFi protocol were truly decentralized, unless the regulatory

10 See CCI White Paper, “Feature: ‘Decentralized’ Status,” 17.

9 While DAO governance is continually evolving, protocols can be changed in a constrained and
decentralized manner, avoiding the risk of unilateral influence. For instance, using smart contracts,
custom-made, time-limited sub-DAO modules can enable the division of tasks for a limited period of time
for a limited scope, subject to the control of the primary DAO.



requirements forced the re-centralization of the protocol. In addition, forced
re-centralization introduces - and does not remove - technology and operational risks.
Furthermore, apps, not protocols or persons that are adjacent to the decentralized
protocols, are the proper subject of such regulation.11

● We disagree with the “same activity, same risk, same regulatory outcome” approach in
Recommention 3. DeFi risks can be fundamentally different from TradFi risks for the
similar activity or service. For instance, whereas counterparty credit risk is the primary
source of risk in TradFi lending, the predominant risks in DeFi lending are operational
(i.e. smart contract, cybersecurity, protocol, and frontrunning risks) and market risks. A
more tailored regulatory approach that addresses the specific risks in DeFi is required.
Additionally, it may not be feasible to apply traditional financial regulations to DeFi
systems that lack a centralized intermediary. For example, the Report notes that “Layer 1
blockchains could themselves be carrying out clearing and settlement activities.” The
traditional “same activity, same risk, same regulatory” principle suggests that IOSCO
principles for clearance and settlement, securities depositories, trade repositories, and/or
central counterparties could apply. But it is hard to envision how the same regulatory
frameworks could apply equally to clearing houses and decentralized Layer 1
blockchains. Due to the different risks and different types of regulation that is necessary
for DeFi, CCI’s white paper proposes an updated principle of “Same Activity, Different
Risk, Different Regulation, but Same Regulatory Outcome.”12

● CCI finds that sections of the Report could benefit from additional explanations and
reasoning as to how certain conclusions were drawn, as well as the implications of these
statements. For example, under Annex F, “Principles for the Enforcement of Securities
Regulation,” the Report lists decentralized exchanges (DEXs), "providing investment
advice about crypto-assets...whether directly or indirectly," and "trading...through
aggregators" as potential activities that could involve "securities activities" without
explaining these determinations or expanding upon their implications. Additionally, under
"Principles for Issuers," while it may technically be possible for an AMM to be an issuer
of securities as stated in the Report (e.g., if the liquidity pool were controlled by a
business), it is not an accurate description of the realities within the industry.

● CCI strongly believes in the public good benefits of decentralization–much of the
Internet’s development as it exists today has been based on value derived from open
source communities. We believe DeFi can be a component of the next evolution of the
Internet that creates systems that incentivize distributed ownership, user empowerment,
and participant cooperation without the need to trust or rely on centralized
intermediaries. DeFi is still a nascent technology. It is important for a regulatory
framework to not only protect consumers and financial stability, but also foster innovation
and provide a pathway for decentralized public good digital infrastructures to develop. As

12 See id., “Protocol Risks: Conclusion,” 41.
11 See id., “DeFi Policy Recommendations”, 43.



attached in the Annex for reference, CCI has carefully prepared a white paper to provide
a regulatory framework that aims to achieve this balance.

2. Do you agree with the description of DeFi products, services, arrangements, and activities
described in this Report? If not, please provide details. Are there others that have not been
described? If so, please provide details.

● CCI broadly disagrees with the description of DeFi products, services, arrangements,
and activities described in the Report. Critically, DeFi is designed to empower users and
eliminate the frictions that stem from centralized intermediaries. The Report’s aim to
locate “Responsible Persons” or “Potential Market Intermediaries”, for instance,
fundamentally ignores the structural differences between DeFi and CeFi.

● The Report states that “the code that implements a DeFi protocol is created, deployed,
operated, and maintained by humans.” While humans are needed to implement the
code, the need for coding to be done underscores the importance of protocols being
open source–that anyone can contribute to improving the security of the code. It does
not, however, mean that such persons control a DeFi protocol.

Further, the text box describing “Blockchain ‘Layer 1’ Governance” in Annex D frequently
uses the term “core developer” without providing a definition while alluding to their
“outsized influence.” Within the DeFi ecosystem, “core developer” is a broad and
colloquial term that encapsulates any developer–and not necessarily those in the original
protocol development team–who have committed a small amount of code to the protocol,
through governance. For Layer 1s, especially relatively more mature blockchains such
as Bitcoin and Ethereum, anyone who has decided to spend some time writing code for
the open source project, and whose code has been accepted by the repository, can be
considered a “core developer.” The open source nature of DeFi protocols that draws on
community engagement is fundamentally different from proprietary or ‘closed source’
software, for which only the original developer or developer team can control or modify.

Please see the ‘Feature: Open source’ section of CCI’s white paper for more information
on the benefits of open source technology, and why we determine open source to be a
key characteristic for protocols that should be considered public goods.

3. Do you agree with the Report’s assessment of governance mechanisms and how they
operate in DeFi? If not, please provide details.

● The progressive decentralization of a protocol—a process in which founding teams
relinquish control of a protocol to the community by degrees over time—is becoming
more common as founding teams are developing better practices. For example, when a
founding team is in the early stages of establishing product-market fit, the team may find
operating as a centralized entity beneficial. However, the team may subsequently invite
community participation in product development, such as through the establishment of a
DAO, when the protocol enters the growth stage. Network effects may gradually reach a
point where the community can sufficiently support and govern the protocol without the



founding team. At that point, the protocol and its governing DAO may then be
considered sufficiently decentralized. This outcome also reflects the user empowerment
and ownership sharing model of Web3.

● DeFi protocols can allow participants to participate in the protocol’s governance. For
example, some decentralized protocols utilize DAOs to assist with operations and
protocol improvements, though not every protocol has a DAO. A DAO is generally an
organized group of persons or parties that coordinates the governance of a protocol or
blockchain through a shared set of rules. DAOs allow members to participate directly in
the governance of the blockchain, but they are not controlled by a single member or
through the managerial efforts of a small group of members.13 Individuals or parties can
become members of DAOs by acquiring governance tokens of the protocol or
blockchain. DAOs are often used to oversee the development of DeFi protocols, as they
provide an efficient and auditable form of governance. While the exact governance
arrangements are DAO-specific and designed through continued experimentation, these
organizations can help to facilitate the evolution and growth of decentralized protocols to
accommodate technological improvements or changes in market conditions, and to
resolve potential disputes. Alternatively, many DeFi protocols pursue “governance
minimization,” where the need for governance is reduced as much as possible in order to
reduce any potential risks.

DAOs are a new construct and continue to evolve and develop more nuanced and
sophisticated models that can mitigate concentration risk. It is also in a DAO’s interest to
encourage greater user participation to increase use of the protocol. In turn, users, by
holding governance tokens, benefit as owner participants of the protocol. For instance,
DAOs may use token rewards to incentivize participants to use or contribute to the
protocol. This shared ownership model can generate positive network effects for the
usage and utility of the protocol, which in turn attracts more participant engagement. At a
minimum, the incentives for DAOs are such that decisions are likely to be made in a less
concentrated manner than traditional corporations.

Decentralized governance enabled by DAOs provides for transparent risk mitigation that
could surpass the effectiveness of opaque centralized risk controls. For instance, in the
case of decentralized lending protocols, the lack of a governance layer would mean that
lending collateralization ratios could not be adjusted, leading to greater risks of protocol
failures due to bad loans. In addition, mature DAOs tend to be conservative in their risk
management because stakeholders share risks and rewards equally. Prior to and during
the crypto turmoil in 2022, many DAOs of lending protocols made conservative
selections of acceptable collateral and collateralization ratios, helping them weather the
volatility unscathed. Meanwhile, disproportionate allocations of risk and reward at
centralized financial institutions can lead to executives taking on unreasonable levels of
risk in the hopes of receiving outsized rewards while users bear a loss — a pattern of
asymmetrical risk taking that has happened time and again in traditional and

13 See id., “Protocol Risk: Flawed Protocol Governance,” 33.



non-traditional financial industries regardless of the presence of regulation (see: FTX,
Celsius, Voyager, 3AC, MF Global, Revco, Fannie Mae, Lehman Brothers, AIG, LTCM,
and Bernie Madoff).

In addition to novel experimentation with progressive decentralization by developer
teams, technological research and advances are helping to encourage more active user
participation, reduce information asymmetries, and promote representative governance.
For example, quadratic voting aims to even out the distribution of voting power by
scaling up the number of tokens required to cast an additional vote quadratically rather
than linearly.14 This design helps to reduce concentration risks when active voting
members make up a smaller portion of the total number of DAO members. Additional
tools and innovations for reducing concentrations of power and influence during the
voting process include proof of personhood, Web of Trust, and proof of participation
(POAP).

While DAOs have been around for just over five years, best practices have begun to
emerge. These include constraining decision-making to parameter setting (i.e., fees,
collateralization ratios), and with respect to treasury management and protocol
governance. So long as users retain custody of their assets, a particular DAO’s
characteristics, such as its degree of centralization or how long it takes for a change to
be approved, will not be able to inflict significant harm to a protocol’s users or affect the
safety of the protocol. Likewise, because DAOs do not directly custody user assets,
malicious actors simply cannot access users’ funds in the event of a governance attack.
On the other hand, users who disagree with the decisions voted on at a DAO may
express their dissatisfaction by withdrawing funds from the protocol or creating a newer
version of the protocol (i.e., forking).

● Please also see “Regulatory Safe Harbor for Nascent DeFi Innovations” in the policy
recommendations section of the CCI white paper for a regulatory framework that allows
protocols to progressively decentralize and grant a greater share of decision-making
power to the community.

4. Do you agree with the risks and issues around DeFi protocols identified in this Report? If not,
please provide details. Are there others that have not been described? If so, please provide
details. How can market participants help address these risks and/or issues, including through
the use of technology? How would you suggest IOSCO members address these risks and/or
issues?

● Due to DeFi’s disintermediated nature and novel technological solutions to providing
financial services, as articulated in the sections above, DeFi can have fundamentally
very different risks, so the long-standing regulatory principle of “same activity, same risk,
same regulation” does not apply well to DeFi in all instances. Transposing regulations
written for TradFi activities to DeFi activities is not always appropriate to achieve the
same regulatory outcome of financial soundness and consumer protection. Therefore,

14 See id., footnote 145.



the focus is on whether the risk (not the activity) is the same. If the risk is similar, then
the regulatory outcome should be similar.

● Protocols can have several risk factors that stem from their design, data they rely on
(i.e., oracles), the blockchain on which they were built, and their governance. These risks
generally fall into five main categories:15

1) illicit finance/AML risks;
2) flawed protocol governance;
3) cybersecurity vulnerabilities;
4) underlying blockchain risks; and
5) interconnections with the traditional financial system

Many of the risk categories contain operational risks without analogs in the traditional
financial system.They are usually related to the protocol’s design, technologies used,
and governance arrangements that do not ensure decentralization. For instance, some
DeFi protocols offer so-called ‘flash loans.’ Flash loans are typically repaid in the same
blockchain transaction, so there is minimal liquidity and credit risk. But they do give
potential hackers or manipulators access to unlimited leverage, which they can use for a
51% attack.16

Some of the risks that fall into these categories have analogs in TradFi, such as credit,
market and liquidity risks. For example, during times of extreme price volatility that
trigger liquidation of lenders’ positions, DeFi lending protocols that rely on reserves may
not have the sufficient reserves necessary to return assets to lenders. However,
technical developments, alongside the benefits inherent in the features of Public Good
Protocols, are addressing these challenges. For example, the lending protocol Aave is
permissionless, meaning anyone can use it to borrow digital assets regardless of their
credit status or identity profile. To ensure that lenders are paid back, the Aave protocol
requires borrowers to provide collateral in digital assets with value greater than the
amount of digital assets borrowed. This overcollateralization requirement minimizes the
credit risk exposure for lenders. Moreover, the Aave protocol utilizes autonomous smart
contracts that automatically liquidate borrowers’ positions when they fail to maintain their
collateral ratios during negative price swings. These automatic liquidation mechanisms
could present a risk of amplifying volatility in the event of widespread liquidations.
However, enhanced protocol reserves, conservative collateralization ratios, insurance
pools (often referred to as ‘safety modules’) and other measures can mitigate much of
this risk. Additionally, systemic impacts will likely be reduced in a more mature crypto
asset ecosystem where greater asset diversity can provide a more diversified collateral
pool that can help reduce price volatility and correlations across these assets.

16 See id.

15 See Nic Carter & Linda Jeng, DeFi Protocol Risks: The Paradox of DeFi, in Regtech, Suptech and
Beyond: Innovation and Technology in Financial Services 5-6 (2021). See also CCI white paper.



DeFi-related technology solutions are emerging that can help mitigate some of these
issues. These solutions help address these risks by ensuring or reinforcing the
decentralized nature of the DeFi system. For example, newly-designed voting mechanics
like quadratic voting aim to address DAO governance issues by reducing concentration
in governance. (Please see the “DeFi protocol risks” section of the CCI white paper for
additional details on the five outlined risks, as well as potential technological and
industry solutions to addressing them.17)

● DeFi also poses novel risks that existing regulatory frameworks were not designed to
address. To determine what regulation is appropriate, regulators should identify the
relevant DeFi-associated activities, and assess if they present the same, different, or
removed risks. As a result, “Same Activity, Different Risk, Different Regulation but Same
Regulatory Outcome” should be the principle followed when crafting regulatory
approaches for DeFi and for mitigating the risks highlighted above.

The transparency characteristics of DeFi can address some of the information
asymmetries that traditional regulations aim to address. In TradFi, users rely on
businesses, vendors, intermediaries, and custodians to settle transactions. Information
asymmetries are prevalent in this model, necessitating regulation to establish trust in
these various parties—especially when intermediaries have little incentive to meet the
informational needs of investors. Conversely, DeFi allows users to engage in multiple
forms of peer-to-peer activities based on publicly available information on blockchains
while reducing reliance on third-party intermediaries. This feature eliminates many of the
information asymmetries and counterparty risks that plague traditional markets. For
these reasons, creating a fit-to-purpose regulatory framework is optimal. Some of the
most prevalent DeFi risks have been identified above. However, this list is not
exhaustive, and all DeFi risks cannot be addressed by a one-size-fits-all approach.
Doing so would violate the core design principle of “Same Activity, Different Risk,
Different Regulation but Same Regulatory Outcome.” Consequently, a one-size-fits-all
system would risk choking off DeFi’s current benefits and may stymie benefits that could
arise as the technology and its use cases evolve. In contrast, an ideal regulatory
framework would entail parsing through the risk profiles of specific DeFi activities in
consideration of risk mitigation mechanisms while allowing the public to reap the benefits
of the new technologies.

5. Do you agree with the description of data gaps and challenges in the Report? If not, please
provide details. Are there others that have not been described? If so, please provide details.
How can market participants address these data gaps and challenges, including through the
use of technology? How would you suggest IOSCO members address data gaps and
challenges?

● CCI views standardization as an important protocol characteristic and has included it as
one of the five necessary features to reach the classification of a ‘Public Good

17 See CCI white paper, “DeFi Protocol Risks,” 32.



Protocols’. Standardization supports composability, which allows participants in the
network to build on the work of others. Composability, in turn, facilitates interoperability
across protocols, enabling users to seamlessly move their digital property from one
system to another, unlocking value that would otherwise be trapped in a single system.18

Contrary to the Report, which states that composability “compound[s]” the complexity
stemming from a lack of standardization, standardization actually enables composability.

● Additionally, CCI’s white paper proposes the possibility of an Independent Certification
Regime Organization (ICRO) certification as well as a disclosure regime to facilitate
understanding and DeFi use by non-sophisticated users.19

● Contrary to the Report’s claims of transaction opacity, blockchain transactions are fully
transparent and provide greater visibility relative to traditional financial systems. In fact, a
key reason why the ecosystem has been exploring privacy enhancing technologies is
because anyone who has transacted with a user is able to see the full history of their
transactions on the blockchain.

● While it may be true that “DeFi does not have a self-regulatory organization that collects,
compiles and disseminates data across protocol types” (Annex C), such a centralized
intermediary is not necessary in DeFi because–unlike TradFi–anyone is able to view,
retrieve, and analyze on-chain transactions. In addition to websites such as DeFiLlama
(a TVL aggregator and data provider), other blockchain analytics platforms such as Dune
allow anyone to query and analyze data in a tailored manner. Users from the community
can generate data dashboards–to answer their specific points of inquiry or provide a
broader overview of the ecosystem. Because these are publicly viewable, they can be
used to support the analysis efforts of others. It could be helpful, however, for there to be
a greater standardization regarding the format or set of data disseminated by these data
provision platforms.

● Further, while the Report states that “DeFi protocols generally have not registered or
licensed as exchanges, brokers, dealers, hedge funds, swap dealers, asset managers,
or other regulated entities,” DeFi projects frequently do not fit neatly into existing
registration/licensing requirements. Further, the appropriate site of regulation should be
the app-operating business layer–not DeFi protocols that are classified as Public Good
Protocols.

6. Do you agree with the application of IOSCO Standards to DeFi activities contained in this
Report? Are there other examples of how IOSCO Standards can apply?

● Please see our response to questions 1, 2, and 4 for our concerns with applying IOSCO
Standards, which were designed for TradFi, to DeFi. Please also see our attached white
paper for our proposed framework for regulating DeFi activities. Given that DeFi services
can have fundamentally different risks, we suggest a more tailored regulatory approach:

19 See id., “Independent Certification Regime Organization or ‘ICRO’: a self-regulating entity,” 47.
18 See id., “Feature: Standardized,” 19.



“Same activity, Different Risk, Different Regulation but Same Regulatory Outcome.” The
appropriate target of regulation should be the app-operating businesses.

7. Is there any additional guidance that you would find relevant to help IOSCO members comply
with these Recommendations? If so, please provide details.

● In adherence to the principle of ‘Same Activity, Different Risk, Different Regulation but
Same Regulatory Outcome,’ CCI’s white paper proposes a specific regulatory approach:
‘Regulate Businesses, Not Public Good Protocols,’—which places regulatory obligations
on the app-operating businesses. Following this approach, we propose three policy
recommendations:

1) Mandatory Disclosures by App-operating Businesses: A standardized disclosure
regime for app-operating businesses that includes information about the underlying DeFi
protocol.

2) Independent Certification: The establishment of an Independent Certification Regime
Organization (ICRO), which creates a positive incentive mechanism that certifies DeFi
protocols that meet the five key Public Good Protocol features and any additional ICRO
criteria and best practices, including security code audits. Businesses would be
incentivized to connect to ICRO-certified protocols, further encouraging protocol
developers to abide by the ICRO’s best practices and standards.

3) Regulatory Safe Harbor: A safe harbor regime for nascent protocols that aim to
decentralize. Protocols generally take time to progressively decentralize. A regulatory
safe harbor or sandbox approach would provide a viable pathway for protocols to
gradually decentralize in a safe manner.

We believe this ‘Regulate Businesses, Not Public Good Protocols’ approach prioritizes
consumer and investor protection and mitigates financial risks without stifling the benefits
of these innovative technologies. It provides many of the necessary economic and
regulatory incentives to encourage businesses operating DeFi applications to be in
compliance with the applicable laws in the jurisdictions where they are providing services
and a pathway for Public Good Protocols to develop safely and decentralize through the
regulatory safe harbor program.

8. Given the importance of the application of IOSCO Standards to DeFi activities, are there
technological innovations that allow regulators to support innovation in DeFi/blockchain
technologies while at the same time addressing investor protection and market integrity risks? If
so, please provide details.

● Please see our response to question 4 of the consultation, as well as the Risks section
of CCI’s white paper “Key Elements of an Effective DeFi Framework” for examples of
technological innovations that could help mitigate some of the outlined risks.20

20 See id., “Risks of DeFi,” 30.



Additionally, please see the Policy Recommendations section for a viable regulatory
pathway that supports innovation in DeFi/blockchain technologies.21

9. Are there particular methods or mechanisms that regulators can use in evaluating DeFi
products, services, arrangements, and activities, and other persons and entities involved with
DeFi? If yes, please explain.

● CCI views DeFi to be the ecosystem of applications and protocols enabled by blockchain
technology to provide digital and open access to financial services without a single
intermediary or small group of intermediaries controlling the system offering the financial
service.22 Protocols commonly referred to as “Decentralized in Name Only” (DINOs), are
an example of insufficiently decentralized protocols, and we have introduced two critical
tests for decentralization, as outlined in the introduction.23 It is imperative to note,
however, that in many cases, developers and businesses building protocols may start
with a centralized model, but eventually move towards a decentralized one through a
process known as progressive decentralization–whereby the initial developer team
relinquishes control of a protocol to the community by degrees over time.24

● In our white paper, CCI establishes a category of “Public Good Protocols” that should be
encouraged to act as public goods digital infrastructure that adds new functionality to the
Internet.25 To ensure that they are sufficiently safe and serve in the public interest, we
have established a strict, baseline criteria of five key features that DeFi protocols should
have to be considered ‘Public Good Protocols’ and exempt from regulation. DeFi
protocols must exhibit all five features, namely: (1) decentralized, (2) open source, (3)
autonomous, (4) standardized, and (5) non-discriminatory access and use.26

10. Do you find the interoperability between this report and the IOSCO CDA Report to be an
effective overall framework? If not, please explain.

● CCI views DeFi as interconnected with CeFi in a number of ways. DeFi uses
programmable blockchain technology to develop decentralized protocols capable of
providing disintermediated financial services, generating greater optionality, increased
efficiency, and reduced costs and participation interests for end users. It leverages the
Web3 Internet’s read/write/own features and augments user control, autonomy, and
participation in financial services. DeFi’s enhanced flexibility and programmability
support innovation and new opportunities for users, but with a much different risk profile
from TradFi.

26 See id.
25 See id., “DeFi Protocols - Best Practices and Standards,” 14.
24 See id., 34.
23 See id., 18.
22 See id., “Feature: ‘Decentralized’ Status,” 17.
21 See id., “DeFi Policy Recommendations,” 43.

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD734.pdf


In contrast, centralized finance (or “CeFi”) is the provision of financial services that are
controlled by a single party or managerial efforts of a small group of parties.27 It includes
crypto service providers, such as centralized crypto exchanges and custodians, as well
as centralized issuers of stablecoins and digital assets, and others. These centralized
participants provide important services in the digital assets ecosystem while providing
ideal experiences for users. Although many refer to CeFi as crypto sector-specific, the
TradFi sector also comprises centralized intermediaries (e.g., banks, broker-dealers,
exchanges, asset managers and custodians, etc.) and as such, is also an example of
CeFi.28

Our financial system is currently evolving to encompass both DeFi and CeFi elements.
We also anticipate that DeFi and CeFi (including TradFi) will coexist and interact. For
instance, the future financial system could entail a CeFi business providing easily
accessible and user-friendly interfaces while leveraging the programmability, security,
and functionalities of the underlying DeFi infrastructure. Other users—retail and
institutional—may want the optionality to access DeFi services directly. Many users will
use both options.

● To foster innovation in the DeFi ecosystem in parallel to CeFi, it is crucial to recognize
the structural differences between the two. The premise of DeFi precludes a centralized
intermediary, and relies on community-driven contributions in a decentralized manner.
Any regulation of DeFi should be appropriately tailored to account for these structural
differences, rather than imposing existing regulations onto DeFi projects.

● Please see Figure 2 in the ‘DeFi: an Alternative Form of Financial Services’ section for
our conceptualization of CeFi relative to DeFi.29 Please also see the Risks section on
interconnections with TradFi, especially stablecoin reserves.30

30 See id., “Protocol Risk: Interconnections with the traditional financial system,” 40.
29 See id.
28 See id.
27 See id., “DeFi: An Alternative Form of Financial Services”, 22.



The comments above are a selection of our more prominent views regarding the Report.
With a view to further refining the Report to help regulators and serve the needs of the crypto
industry and its varied and growing investor base, we request that IOSCO review and consider
the comments presented in this letter and attached white paper. We would be very happy to
engage further with IOSCO on the development of the Report, and to further discuss our
comments and concerns.

Respectfully submitted,

Linda Jeng
Head of Global Web3 Strategy
Crypto Council for Innovation



Annex 1: CCI White Paper, “Key Elements of an Effective DeFi Framework”
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Decentrali e  Finance DeFi  is a ra i ly rowin  t nascent in stry  t tili es lockc ain tec nolo y to a  
f nctionality to t e ne  iteration of t e nternet e  t at em owers cons mers an  sinesses to se nancial 
services in a cost efficient an  in e en ent manner  an  rovi es t em wit  an o or nity to ar ici ate in a new 
nancial system  f ro erly evelo e  an  e loye  t e roliferation of DeFi will lea  to reater nancial incl sion  

cons mer ar ici ation  an  market efficiencies t an t e le acy nancial system  

t t e time of writin  t e total market ca itali ation of DeFi ro ects is a ro imately  illion wit  an all time 
i  of a ro imately  illion  w ile total val e locke   in s c  ro ects sits at a ro imately  illion 

wit  an all time i  of a ro imately  illion  ile t ese nominal amo nts are not lar e w en com are  to 
total amo nts in t e lo al nancial system  DeFi s e onential row  alon  wit  its novel a roac  to nancial 
services  ave ca t t e eyes an  concerns of olicymakers aro n  t e lo e

e  t e Financial ta ility oar  an  ot er international stan ar s set ers  alon  wit  central anks  
re lators  an  nance ministries worl wi e are c rrently st yin  ow DeFi works an  its ene ts an  risks  

owever  DeFi is of en mis n erstoo  ot  as a conce t an  as a sector  e at t e ry to o ncil for nnovation 
 re are  t is w ite a er to contri te to t e lic isco rse on DeFi

s olicymakers consi er re latory a roac es to DeFi an  t e c allen es to re latin  ecentrali e  nancial 
services t at ave no o vio s entities in control  we t forwar  a re latory a roac  to DeFi t at miti ates 
nancial safety an  so n ness concerns  an  nancial sta ility risks  w ile also rotectin  cons mer en sers 

an  fosterin  innovation  e o tline critical elements for an effective DeFi re latory framework t at are feasi le  
s ita le  an  ro or ionate for re lators an  DeFi innovators

CCI’s Key Elements of an Effective DeFi Framework

• A DeFi regulatory approach should adhere to the principle: ‘Same Activity, Different Risks, Different 
Regulation BUT Same Regulatory Outcome’ (NOT ‘Same Activity, Same Regulatory Outcome’). DeFi may 

rovi e services similar to t ose rovi e  y tra itional nance ra Fi  t t e risks can e f n amentally 
ifferent For e am le  tra itional len in  activities ave cre it an  li i ity risks  w ile DeFi len in  as novel 

o erational an  market risks  erefore  t e lon stan in  re latory rinci le ame activity  ame risk  ame 
re lation  oes not a ly well w ere t e risks are very ifferent   via le re latory framework for DeFi 
s o l  take t ese ifferences into acco nt  t ot  ra Fi an  DeFi re latory frameworks s o l  ac ieve 
the same regulatory outcomes  safety an  so n ness of ar ici ants  nancial sta ility  an  cons mer an  
investor rotections

• Defining DeFi: the term ‘DeFi’ refers to the ecosystem of applications and protocols enabled by 
blockchain technology that provides digital and open access to financial services without a single 
intermediary or small group of intermediaries controlling the system offering the financial service. DeFi 
is a s ro  of a roa er cate ory of ecentrali e  services an  ro cts  y removin  t e tra itional 

nancial interme iary mi lemen  DeFi ol s t e romise of lowerin  access arriers to nancial services  
re cin  ias an  fees t at a  in i ite  ar ici ation in tra itional nancial activities  an  en ancin  overall 
in ivi al nancial soverei nty an  o or nity

• DeFi digital tech stacks: at t e to  of t e DeFi ecosystem are t e en sers w o se nancial services 
a lications or a s  t at access DeFi rotocols  w ic  in t rn are il  on to  of ase layer lockc ains all 
of w ic  essentially form i ital tec nolo y stacks  

• DeFi protocols are public goods that should remain accessible to any business building financial 
services apps and be exempt from regulatory requirements and obligations if they possess certain 
features. e ase layer lockc ain is a lic oo  akin to t e nternet  w ile DeFi rotocols are reminiscent 
of e  rotocols like   an  F  ese serve  as lic oo s  ena lin  innovators to evelo  
a lications an  sinesses rin  t e early ays of t e nternet like  mail  an   tlook  DeFi 

rotocols s o l  contin e to act as lic oo s  an  any re latory mo el s o l  acknowle e an  
enco ra e t is cate ori ation  
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• To be exempt from regulatory requirements, DeFi protocols must exhibit five features, namely: (1) 
decentralized, (2) open source, (3) autonomous, (4) standardized, and (5) non-discriminatory access 
and use, to be ‘Public Good Protocols’. DeFi rotocols s o l  e enco ra e  to act as lic oo s for 
t e lo al nancial ecosystem an  meet cer ain aseline criteria to ens re t ey are s fficiently safe to act as 

i ital lic infrastr ct re t at a s new f nctionality to t e nternet  

o foster lic oo  rotocols  DeFi rotocols s o l  e enco ra e  to ossess t ese critical c aracteristics  
w ic  wo l  t erefore e em t t em from nancial re lation

1 Decentralized  is a er ts for  two critical tests to etermine a rotocol s ecentrali e  stat s  
First  no sin le erson or t e mana erial effor s of a s eci c or limite  ro  of ersons can i  control or 
f n amentally al er a rotocol s r ose or co e  ii  control ser f n s or assets  iii  reverse transactions  
or iv  restrict access to t e rotocol  econ  a ecentrali e  rotocol m st e il  on a lic an  

ermissionless lockc ain to el  ens re t e rotocol s ecentrali e  an  non iscriminatory nat re  For 
t e r oses of t is a er  ase layer lockc ains are ass me  to e lic an  ermissionless

2 Open source  e rotocol s sof ware s o l  e o en so rce  ena lin  t e lic to view  contri te to an  
learn from t e rotocol s tec nolo y  is avoi s ven or lock in  el s to ickly i entify an   errors  an  
fosters network effects t ro  comm nity en a ement

3 Autonomous  e rotocol s smar  contracts s o l  e self e ec tin  meanin  t e r les an  actions are 
re etermine  e a tonomo s nat re of t e rotocol s smar  contracts ens res t e rotocol s cre i le 

ne trality i e  t at t e rotocol will not iscriminate a ainst in ivi als or ty es of transactions

4 Standardized  rotocols s o l  se e istin  tec nical stan ar s an or take ste s to ma imi e t eir 
otential com osa ility an  intero era ility

5 Non-discriminatory access and use  rotocols s o l  allow sers to freely access an  se t e system as 
a form of lic oo  s mentione  n er t e ecentrali e  c aracteristic a ove  rotocols s o l  e 

il  on lic  n iase  an  non iscriminatory lockc ains i e  ermissionless

Benefits of Public Good Protocols

• Financial applications built on Public Good Protocols can leverage the open, neutral, and decentralized 
nature of the protocol technology to offer new and low-cost financial services that will form a critical 
part of the next iteration of the Internet (i.e., Web3) one t at miti ates many of t e risks in t e ra Fi 
system t ro  increase  trans arency  innovative forms of overnance  an  en ance  sec rity   
 

e o tline some of DeFi s ene ts in t is a er  incl in

1 Reducing counterparty risks. e intra transaction com osa ility of smar  contracts allows m l i le 
actions to e e ec te  wit in a sin le transaction  is feat re re ces t e reliance an  tr st nee e  for 
n mero s ar ies to effectively facilitate c sto y  escrow  clearin  an  set lement  n a ition  t e self
c sto ial nat re of lic oo  rotocols em owers t e en ser to tili e a roa er set of c stomi a le 
services t ro  ro ramma le smar  contracts

2 Improving financial inclusion and access. istorically  mar inali e  comm nities ave face  vario s 
forms of e cl sion from t e tra itional nancial system  limitin  t eir access to asic nancial services an  
o or nities to row weal  DeFi s in erent alities  s c  as n iase  ermissionlessness  com osa ility  
an  self c sto y  also s or  reater access to nancial services w ile re cin  rent seekin  
interme iaries  DeFi can also el  romote row  an  efficiencies in emer in  markets an  miti ate 
access c allen es in isr tive re imes
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3 Increased transparency. e visi ility of on c ain transactions also rovi es a ric  ata so rce for real
time risk mana ement w ile re cin  information asymmetries  s a conse ence of t is trans arency an  

ecentrali ation  lic lockc ains act as a lic oo  in t e form of nancial infrastr ct re y rovi in  
ne tral  in e en ent  an  imm ta le transaction recor s  w ile DeFi rotocols act as anot er lic oo  in 
t e nancial infrastr ct re y rovi in  accessi le an  n iase  o erations

4 Improving security and resilience. DeFi as fewer oints of fail re relative to entrali e  Finance eFi
ra Fi al ernatives  Distri tion of information re ces t e likeli oo  of nilateral c an es to t e le er y a 

sin le entity  t also re ces t e likeli oo  of a systemic fail re of t e lockc ain  F r ermore  self c sto y 
eliminates co nter ar y risk e os re to t ir ar y c sto ians

5 Provide participatory stakeholder governance. DeFi rotocols can allow ar ici ants to ar ici ate in 
t e rotocol s overnance  For e am le  many ecentrali e  rotocols tili e Decentrali e  tonomo s 

r ani ations D s  to assist wit  o erations an  rotocol im rovements  ey allow mem ers to 
ar ici ate irectly in t e overnance of t e lockc ain  ersons or ar ies can ecome mem ers of D s 
y ac irin  overnance tokens of t e rotocol or lockc ain  is ve icle rovi es en sers access to 
ar ici ate in t e overnance rocess  D s are also s ect to t e ecentrali ation test an  s o l  not e 

controlle  y any sin le mem er or t ro  t e mana erial effor s of a small ro  of mem ers  

Risks in Public Good Protocols

• DeFi activities may e similar to t ose in ra Fi  t t e risks associate  wit  t em can e f n amentally 
ifferent  e ecentrali e  esi n of lic oo  rotocols may eliminate or si ni cantly re ce tra itional 
nancial risks  s c  as co nter ar y  cre it  an  c sto ial risks  as well as man error  ias  an  even 

corr tion em e lement  w ile intro cin  ot er risks  Key DeFi risks are of en o erational  relatin  to flaws 
in t e esi n  overnance  or interconnections in t e ecentrali e  system  ome of t ese key risks fall into 
t e followin  cate ories

1 Illicit finance/anti-money laundering (AML) risks. llicit actors ave een fo n  to se DeFi services for 
r oses of money la n erin  an  transferrin  illicit rocee s  owever  t e visi ility of DeFi transactions 

ena les lic trackin  of on c ain activity  el in  nancial a t orities to investi ate an  miti ate 
la n erin  Note: this paper does not explore in-depth how illicit finance regulation should be applied to 
DeFi. CCI plans to explore illicit finance regulation of DeFi in a companion paper in coming months.

2 Flawed DAO governance risks. any D s s ffer from a lack of active ar ici ation y all of t eir mem ers  
lea in  to an neven istri tion of ar ici ation  is concentration of votin  ar ici ation in active t 
smaller ro s of token ol ers co l  lea  to rotocol overnance ein  concentrate  in t e an s of 
a few ar ies  n t rn  t ese few ar ies co l  at em t to ene t at t e e ense of ot er D  mem ers  

c  of t is ncer ainty an  risk co l  otentially e miti ate  t ro  re latory stan ar s re ar in  
ecentrali e  overnance

3 Cybersecurity risks, including smart contracts and oracle vulnerabilities. ile isc ssion of DeFi 
cy ersec rity risks ty ically foc ses on t e resiliency of t e n erlyin  lockc ain  cy ercriminals are more 
likely to e loit t e rotocol s smar  contract v lnera ilities  owever  t e ma ority of smar  contract acks 

ave een acks of cross c ain ri es  w ic  are of en controlle  y a sin le or small ro  of ar ies  

For DeFi rotocols  t ere are t ree main ty es of smar  contract v lnera ilities  i  initiatin  a flas  loan to 
e loit a smar  contract v lnera ility  allowin  t em to rain f n s wit in t e o n s of t e smar  contract  
ii  e loitin  token ri e si nat re re irements to steal investment f n s  an  iii  takin  a vanta e of 

a latform s reliance on a sin le oracle y con ctin  levera e  tra in  to mani late ricin  an  e loit 
ricin  errors  o e a its  o nty ro rams  an  ecentrali e  oracles can el  miti ate t ese risks  e 

also recommen  lic rivate information s arin  an  analysis centers
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4 Underlying base layer blockchains risks. DeFi rotocols are e ose  to risks ose  y t eir n erlyin  
lockc ains  incl in  vali ator relate  risks  For instance  e to t e i  trans arency of Et ere m  

vali ators t ro  t e roof of take o  consens s mec anism can front r n lockc ain transactions 
an  selectively or er t em to t eir ene t i e  ma im m e racta le val e E  oncentrations of ower 
in t e vali ation rocess co l  lea  to  at acks or vali ator car els  lea in  to lockc ain al erations to 
t e ene t of t ose in control  De en in  on s eci c o ectives  al ernative consens s mec anisms to 

o  s c  as Dele ate  roof of take D o  an  roof of istory o  may alleviate t e o tline  risks 
y increasin  ecentrali ation of t e consens s mec anism or olsterin  t e o ectivity of transaction 

or erin

5 Interconnections with the traditional financial system. s more ra Fi instit tions an  sers en a e wit  
DeFi  t e interconnecte ness etween t e two sectors will row  isks stemmin  from fail res in ra Fi can 
s ill over into DeFi an  vice versa  For e am le  sta lecoins are cr cial in DeFi as t ey rovi e t e main form 
of val e transfer i e  ayment  in DeFi systems  t w en ilicon alley ank faile  earlier t is year  ircle 
t e iss er of at acke  sta lecoin D  lost access to  illion in cas  reserves el  at t e ank  

lea in  to a tem orary ollar e e  for one of t e most im or ant ayments sta lecoins se  in DeFi

DeFi Policy Recommendations 

n a erence to t e rinci le of ‘Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome,’ 
t is a er ro oses a s eci c re latory a roac  ‘Regulate Businesses, Not Public Good Protocols,’ w ic  

laces re latory o li ations on t e a o eratin  sinesses   
 
Followin  t is a roac  we ro ose t ree olicy recommen ations

1 Mandatory Disclosure   stan ar i e  isclos re re ime for a o eratin  sinesses t at incl es 
information a o t t e n erlyin  DeFi rotocol

2 Independent Certification  e esta lis ment of an n e en ent er i cation e ime r ani ation  
w ic  cer i es DeFi rotocols t at meet t e s criteria  incl in  sec rity co e a its

3 Regulatory Safe Harbor   safe ar or re ime for nascent rotocols t at aim to ecentrali e

e elieve t is ‘Regulate Businesses, Not Public Good Protocols’ a roac  rioriti es cons mer an  investor 
rotection an  miti ates nancial risks wit o t stiflin  t e ene ts of t ese innovative tec nolo ies  t rovi es 

many of t e necessary economic an  re latory incentives to enco ra e sinesses o eratin  DeFi a lications 
to e in com liance wit  t e a lica le laws in t e ris ictions w ere t ey are rovi in  services an  a at way 
for lic oo  rotocols to evelo  safely an  ecentrali e t ro  t e re latory safe ar or ro ram  

an atory isclos re o li ations wo l  e t e res onsi ility of t e a o eratin  sinesses  an  t is isclos re 
re ime wo l  e en ance  y a cer i cation re ime t ro  w ic  t e  in e en ently cer i es lic oo  

rotocols  m or antly  t is overall framework will el  foster t e row  sec rity  an  resilience of lic oo  
rotocols to serve as t e lic oo s infrastr ct re for t e e  ecosystem of t e f t re



8Key Elements of an Effective DeFi Framework 

Source: ɣï�İÂï�é¹÷¤ğĉǥğðĉĂé�ĉ¿

ntro ction1



9Key Elements of an Effective DeFi Framework 

Decentrali e  Finance DeFi  is a ra i ly rowin  t nascent in stry  t tili es lockc ain tec nolo y to a  
f nctionality to t e ne  iteration of t e nternet e  t at em owers cons mers an  sinesses to se nancial 
services in a cost efficient an  in e en ent manner  an  rovi es t em wit  an o or nity to ar ici ate in a new 
nancial system  f ro erly evelo e  an  e loye  t e roliferation of DeFi will lea  to reater nancial incl sion  

cons mer ar ici ation  an  market efficiencies t an t e le acy nancial system  e economic rinci les of 
ecentrali ation were o lari e  y t e economist iloso er Frie ric  ayek in t e t  cent ry 1 t ave 

recently een intro ce  in t e real worl  t ro  tr stless latforms  ena le  y lockc ain tec nolo y w en 
atos i akamoto lis e  t e itcoin w ite a er in 2 

owever  DeFi can e ee ly mis n erstoo  ot  as a conce t an  as a sector  any so calle  DeFi a lications 
or a s  an  rotocols t at ave faile  or s ffere  etrimental sec rity acks were in fact controlle  y a sin le 
ar y or t ro  t e mana erial effor s of a small ro  an  t erefore  were not act ally ecentrali e  

e DeFi sector as e erience  e onential row  in several metrics since its initial ascent in  w ere its 
total market ca itali ation rew more t an tenfol  year over year 3 ver a similar erio  t e total val e locke  

4 in DeFi rotocols increase  y several m l i les an  reac e  a ro imately  illion y Fe r ary 5 
t t e time of writin  t e total market ca itali ation of DeFi ro ects is a ro imately  illion wit  an all time 
i  of a ro imately  illion  w ile  in s c  ro ects sits at a ro imately  illion wit  an all time 
i  of a ro imately  illion 6 ese ramatic increases si nify not only t e evelo mental stri e of t e DeFi 

sector  t also t e s stantial e ansion of on c ain li i ity over time 7 ile t ese nominal amo nts are not 
lar e com are  to t e lo al nancial system  t is e onential row  alon  wit  t e novel a roac  to nancial 
services  ave ca t t e eye an  concern of olicymakers aro n  t e lo e

l o  DeFi is still in its infancy  t e  as anno nce  its intention to monitor DeFi in its Finance inisters  
overnors omm ni e from Fe r ary 8 e Financial ta ility oar  F  iss e  an analy ical re or  in Fe r ary 

2023,9 an  olicy recommen ations are e ecte  to follow s it  f er releasin  its ro ose  recommen ations 
 

 Frie ric   ayek  The Use of Knowledge in Society   m  Econ  ev     isc ssin  ecentrali e  lannin  as t e 
fo n ation of economic com etition  See also Friedrich A. hAyek, The roAd To SerFdom   o tle e   isc ssin  
t e im erative of ecentrali ation w ere economic factors ecome increasin ly n mero s an  im ossi le for a sin le oar  to ain 
a syno tic view of

2. Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System  t s itcoin or itcoin f.

3. Top 100 DeFi Coins by Market Capitalization, coingecko, t s coin ecko com en cate ories ecentrali e nance e  
last visite  e t    emonstratin  an increase in t e total DeFi market ca itali ation from a ro imately  illion on 
e tem er   to a ro imately  illion on e tem er   for t e to   DeFi tokens

 otal val e locke   is a metric t at meas res t e a re ate val e of all cry to assets locke  in DeFi rotocols via smar  
contracts   may also refer to t e val e of assets locke  on a s eci c rotocol  o calc late  one etermines t e val e of 
all cry to assets c rrently locke  into DeFi rotocols incl in  assets t  for collateral  stake  assets  an  assets lace  into 

rotocol li i ity ools  ne t en conver s t e val e of t ose assets to a stan ar  nit s c  as D  an  a s t e total val e of all 
t ose assets to etermine t e  is can e one for a sin le DeFi rotocol  for a s eci c s set of DeFi rotocols i e   of 
len in  rotocols or  of Decentrali e  E c an es  or for all DeFi rotocols in a re ate  ere  we se t e a re ate  of all 

 rotocols liste  on DeFi lama  ote also t at  enominate  in D is volatile as it c an es e en in  on rices of cry to 
assets. 
 
Cryptopedia: Total Value Locked, gemini, t s emini com cry to e ia lossary totalval elocke  last visite  ne   
Emi aca ra  What Is Total Value Locked (TVL) in Crypto and Why Does It Matter?, coinTelegrAph ay   t s cointele ra
com e laine w at is total val e locke tvl in cry to an w y oes it mat er.

5. DeFi: Overview, deFi lAlAmA, t s e llama com  last visite  e t    resentin  ot  t e c rrent an  istorical  across 
all DeFi rotocols an  s owin  an increase in  from  million on cto er   to  illion on cto er  

 oin ecko  supra note  s owin  t e Decem er  i  in total market ca itali ation t ro  to t e c rrent re  DeFi lama 
supra note  notin  t e Decem er  i  in  t ro  to t e c rrent re  

7. Id. 

8. Chair’s Summary and Outcome Document: G20 Finance Ministers and Central Bank Governors Meeting, miniSTry oF Fin. JApAn  Fe  
  t s mof o en lis olicy international olicy convention f.

9. The Financial Stability Risks of Decentralized Finance, Fin. STAbiliTy bd. Fe    t s fs or w content loa s
f.

https://bitcoin.org/bitcoin.pdf
https://www.coingecko.com/en/categories/decentralized-finance-defi
https://www.gemini.com/cryptopedia/glossary#totalvaluelocked
https://cointelegraph.com/explained/what-is-total-value-locked-tvl-in-crypto-and-why-does-it-matter
https://cointelegraph.com/explained/what-is-total-value-locked-tvl-in-crypto-and-why-does-it-matter
https://defillama.com/
https://www.mof.go.jp/english/policy/international_policy/convention/g20/g20_20230225.pdf
https://www.fsb.org/wp-content/uploads/P160223.pdf
https://www.fsb.org/wp-content/uploads/P160223.pdf
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for cry to e c an es i e  eFi  in ay 10  t e nternational r ani ation of ec rities ommissions  
ro ose  recommen ations for DeFi in e tem er  an  is e ecte  to nali e t em y t e en  of t is year  
ikewise  t e F  lans to con ct olicy work on DeFi y t e en  of 11 

e ionally  t e E ro ean nion  in its eli eration of cry to assets re lation t e arkets in ry to ssets 
e lation i  eci e  to ost one re latin  DeFi ntil af er it rst con cts a st y 12 n t e  ills ave 
een intro ce  tryin  to carve o t DeFi 13 an  re latory ro osals ave een ma e to rovi e safe ar or for 
rotocols in t e rocess of ecomin  ecentrali e 14 ee less to say  most ma or ris ictions are e aminin  ow 
est to re late DeFi or  in some cases  even to contain it

ainst t is ack ro  of olicymaker activities from m l ilateral to national evelo ments  many as ects of t e 
DeFi ecosystem are ickly evolvin  an  mat rin  e ecosystem is ynamic  an  far from monolit ic  ny 
re latory mo el will nee  to e forwar  lookin  an  as fle i le as ossi le to accommo ate t is lo al reality  

ra itional nancial re lation as istorically tili e  an entities ase  a roac  e lation is enerally a lie  
t ro  licenses  c ar ers  or re istrations o taine  from t e relevant re lator s  For e am le  ar ies w o 
wis  to form a new ank m st o tain a ank c ar er from a ank s ervisor  nce t e c ar er is rante  t e 

ank re lator as t e le al a t ority to e amine t e newly forme  ank an  s ect it to r ential re latory 
re irements  is le al entities ase  a roac  is c allen in  to a ly in t e DeFi sector  w ere no sin le ar y or 
small ro  of ar ies ave control over t e rovision of t e nancial service  

e ave at em te  in t is a er to tackle t is re latory c allen e  r o ective is to el  foster a eal y  
s staina le DeFi ecosystem t at is incl sive an  o en  e ave caref lly consi ere  t e olicy an  re latory 
c allen es an  o tline  an a roac  t at we elieve is via le an  feasi le for ot  re lators an  t e in stry  

is a er is ivi e  into fo r main sections  n Section II  we isc ss t e e nition of DeFi an  intro ce t e 
conce t of DeFi rotocols as lic oo s i ital infrastr ct re like t e nternet lic oo  rotocols  is 
section is t en followe  y an o tline of ene ts Section III  an  risks Section IV  of DeFi rotocols  e t en t 
forwar  a re latory a roac  an  olicy recommen ations in Section V  is a er aims to assist olicymakers 
as t ey consi er t e very c allen in  estion of ow est to re late DeFi as an emer in  an  vital ar  of o r 
nancial system  

10. policy recommendATionS For crypTo And digiTAl ASSeT mArkeTS nt l r  ec  omm n  ons l ation e or   t s iosco or
li rary ocs f D f  policy recommendATionS For decenTrAlized FinAnce (deFi) nt l r  ec  omm n  ons l ation 

e or   t s iosco or li rary ocs f D f.

11. The Global Regulatory Framework for Crypto-Asset Activities Umbrella Public Note to Accompany Final Framework, Fin. STAbiliTy bd. 
ly   t s fs or w content loa s f.

12. arliament an  o ncil e lation  of ay   on arkets in ry to ssets i  an  men in  e lations E  o 
 an  E  o  an  Directives E  an  E   ay   at  clarifyin  DeFi as o tsi e t e 

sco e of t is re lation  an   clarifyin  a for comin  re or  t at will incl e an assessment of DeFi an  of t e a ro riate 
re latory treatment of DeFi systems  availa le at  t s ata consili m e ro a e oc oc ment E en f.

13. E.g., Disc ssion Draf  for Di ital sset arket tr ct re ct of   nassi ne  t  on    availa le at  t s
nancialservices o se ov loa e files i ital ml f.

14. E.g., omm r ester eirce  Safe Harbor 2.0: Proposed Safe Harbor–Time-limited Exemption for Tokens, GitHub r    t s
it com ommissioner eirce afe ar or  e ank for nternational et lements as also een con ctin  researc  on DeFi  

See ramonte et  al  DeFi Risks and the Decentralisation Illusion, bAnk For inT’l SeTTlemenTS  Dec    t s is or l
tr f r t tm. See also ilina et  al  DP17810 Decentralised Finance (DeFi): a Functional Approach  cTr. For econ. pol’y reS. 

Disc ssion a er  a er o   an    t s ce ror lications .

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD734.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD734.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD744.pdf
https://www.fsb.org/wp-content/uploads/P170723-1.pdf
https://data.consilium.europa.eu/doc/document/PE-54-2022-INIT/en/pdf
https://financialservices.house.gov/uploadedfiles/digital_002_xml.pdf
https://financialservices.house.gov/uploadedfiles/digital_002_xml.pdf
https://github.com/CommissionerPeirce/SafeHarbor2.0
https://github.com/CommissionerPeirce/SafeHarbor2.0
https://www.bis.org/publ/qtrpdf/r_qt2112b.htm
https://www.bis.org/publ/qtrpdf/r_qt2112b.htm
https://cepr.org/publications/dp17810
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A. What is DeFi?
ince its ince tion  t e nternet as intro ce  forces of ecentrali ation into t e lo al economy  ramatically 

transformin  economic an  social systems an  e avior  For e am le  ecentrali in  forces of t e nternet ave 
le  to t e latformi ation of services  s c  as e commerce latforms  w ic  ave re lace  many rick an  mor ar 
retailers  ese forces ave also le  to t e latformi ation of nancial services levera in  c stomer ermissione  

ata t at anks s are wit  ntec  rms to rovi e ntec  services an  ro cts i e  o en ankin  

owever  t ese ecentrali in  forces were accom anie  y centrali in  elements as t e nternet evelo e  from 
ecentrali e  i ital services of e  e  rea only  self oste  we sites an  email  etc  an  transitione  to 

t e centrali e  latforms of e  e  rea an write latforms mana e  y cor orate interme iaries  s c  as 
Face ook  wit er  ma on  etc  ese latforms consoli ate  nternet owners i  an  economic val e  res l in  in 
mono olistic ractices at t e e ense of sers  ikewise  t e e istin  nancial system eavily relies on interme iaries  

is c rrent interme iary ase  system e cl es a si ni cant or ion of t e lo al o lation from accessin  
nancial services 15 

e ne  evol tion of t e nternet  of en calle  e  will e a rea write own network  is rea write own 
nternet aims to create systems t at incentivi e istri te  owners i  ser em owerment  an  ar ici ant 
coo eration wit o t t e nee  to tr st or rely on centrali e  interme iaries 16 DeFi is one e am le of t is 
new ara i m  t allows sers to retain com lete control over t eir assets w ile avoi in  t e nee  to rely on 
interme iaries  DeFi is  t erefore  a cr cial com onent of t e e  economy t at s or s fair access to nancial 
services  owners i  or ar ici ation interests in t ese services  an  im rove  market efficiencies  

DeFi is a s set of a roa er cate ory of ecentrali e  services incl in  social me ia  messa in  i ital 
commerce  i ital i entity  etc  t at foc ses on offerin  nancial services  e term DeFi  refers to t e ecosystem 
of a lications an  rotocols ena le  y lockc ain tec nolo y to rovi e i ital an  o en access to nancial 
services wit o t a sin le interme iary or small ro  of interme iaries controllin  t e system offerin  t e nancial 
service  y removin  t e mi lemen  DeFi ol s t e romise of lowerin  access arriers to a m l it e of nancial 
services  re cin  fees t at a  in i ite  ar ici ation in tra itional nancial activities  an  en ancin  overall 
in ivi al nancial soverei nty an  o or nity 17 

Digital tech stacks

DeFi com rises a n m er of com onents t at il  on to  of eac  ot er  ese com onents incl e  t are not 
limite  to  ase layer lockc ains  a tonomo s rotocols  smar  contracts  a lications 18 self oste  wallets or 
acco nts  i entity systems  Decentrali e  tonomo s r ani ations D s 19 sta lecoins  an  ot er i ital assets  

il in  on ase layer lockc ains  DeFi rotocols serve as t e sof ware infrastr ct re for a lications  w ic  rovi e 
t e ser interface  sers enerally connect to t e DeFi rotocols via a lications or a s  il  on to  of t ese 

rotocols  s ill strate  in Fi re  t ese s eci c com onents form t e i ital tec  stacks  of t e DeFi ecosystem

ese DeFi rotocols are reminiscent of ow e  rotocols like   an  F  serve  as lic oo s  
ena lin  innovators to evelo  a lications an  sinesses rin  t e early ays of t e nternet like  mail  

15. n  atwar an  Ken in leton  Kai c mit  Financial Inclusion in the Digital Age, inT’l Fin. corp.  ar   t s mfc or l
w content loa s Financial ncl sion in t e Di ital e f.

16. ris Di on  Why Web3 Matters, A16z crypTo e t    t s a cry to com osts ar icle w y we mat ers .

17. See arvin mmori  Decentralized Finance: What It Is, Why It Matters, A16z crypTo ne   t s a cry to com osts
ar icle w at is ecentrali e nance section  e lainin  t at DeFi can rovi e access to services s c  as ins rance  

ollar enominate  savin s  an  cre it at costs si ni cantly lower t an w at wo l  ot erwise e nee e  in tra itional nancial 
infrastr ct re  

18. Decentrali e  a lications or D s are s ally a lications controlle  y a siness  ey are not ecentrali e  t t ey are il  
on ecentrali e  rotocols  For t e r oses of t e a er  we se t e more eneral term a  

19. e ar ic late D s more in e t  later in t is a er  See isc ssion ene t  ar ici atory take ol er overnance  

https://mfc.org.pl/wp-content/uploads/2019/02/Financial_Inclusion_in_the_Digital_Age.pdf
https://mfc.org.pl/wp-content/uploads/2019/02/Financial_Inclusion_in_the_Digital_Age.pdf
https://a16zcrypto.com/posts/article/why-web3-matters/
https://a16zcrypto.com/posts/article/what-is-decentralized-finance/#section--1
https://a16zcrypto.com/posts/article/what-is-decentralized-finance/#section--1


13Key Elements of an Effective DeFi Framework 

FIGURE 1

DeFi Technology Stack

an   tlook  imilarly  e  a lications an  sinesses levera e DeFi rotocols to en ance ser e erience  
roa en access to nancial services  an  foster market efficiencies  s c  as im rove  rice iscovery  ccor in ly  

DeFi rotocols f nction as t e necessary an  critical l m in  for a e  nancial system  For e am le  t e 
niswa  rotocol rovi es t e l m in  t at s or s a m l it e of a lications t at are il  on to  of it  

incl in  t e niswa  interface t e a lication r n y t e team t at initially evelo e  t e niswa  rotocol an  
all t e a lications t at were evelo e  in e en ently t at tili e t e niswa  rotocol  s c  as k  ra e  inc  

etamask swa  oin ase wallet swa  nsta a  an  ot ers 20

arnessin  a tonomo s sof ware rotocols an  smar  contracts to re lace t e re isite tr st nee e  in centrali e  
o erations an  interme iaries 21 DeFi allows sers to en a e in eer to eer transactions an  wit  new innovations 
in a system w ere information an  ecisions are licly accessi le  imm ta le  an  availa le in real time  t is also 
im or ant to note t at innovations from DeFi can e ene cial for ses eyon  DeFi  For instance  DeFi is c rrently 
a val a le tec nolo y testin  ro n  for i ital i entity sol tions 22 erefore  re latin  DeFi co l  ave secon  or 
t ir  or er effects on non DeFi relate  innovation 23 

20. UniSwAp, t s a niswa or  last visite  Fe    ote t at t e niswa  rotocol is istinct from t e niswa  a lication  
e niswa  rotocol is a tonomo s co e t at f nctions in e en ent of man intervention once e loye  on a lockc ain 

network  is rotocol is t e core en ine t at owers t e entire niswa  system an  ena les on c ain token swa s an  li i ity 
rovision  nlike t e rotocol  t e niswa  a lication is not a tonomo s an  is maintaine  y t e niswa  Fo n ation  w ic  

re larly ates an  a s new feat res to it  e a lication serves as t e ser frien ly interface t at translates t e ser s intent 
i e  swa   E  for  D  into a transaction t at conforms to t e niswa  rotocol  sen s t e transaction to t e Et ere m 

network  t en translates t e res l s ack into a form t at t e ser can easily n erstan  i e  swa  com lete  etc  See eso rces  
F  niswa  Fo n  e lainin  t e f nction of t e niswa  fo n ation in relation to t e niswa   an  rotocol  t s

niswa fo n ation or fa s last visite  ly   See also ay en ams et al  Uniswap v4 Core [Draft]  niswa  ne  
t s it com niswa v core lo main w ite a er v raf f rovi in  ack ro n  information on t e niswa  rotocol 

ra e  

21. See a ael er et  al  The Technology of Decentralized Finance (DeFi) ank for nt l et lements orkin  a er  a er o   
an    t s is or l work f isc ssin  ow al orit mic a tomation of nancial activity  com osition of 

vario s DeFi a lications  an  o enness facilitate  y DeFi are key c aracteristics t at can s a e t e f t re nancial ecosystem  

22. ec nolo y foc se  on self mana e  i entity i e  ecentrali e  i entity  can e one of many sol tions re lators can el  s or  
om anies s c  as lock t ro  D  r ce D  entre  ircle  oin ase  an  ot ers t ro  t e erite stan ar  as well as 
leo  ransm te n stries an  Disco  are workin  on s c  self mana e  i entity sol tions t at ena le eo le to control t eir 
nances  ata an  i entity    

23. For e am le  some of t e core rinci les an  il in  locks in DeFi co l  t eoretically e tili e  towar s il in  critical i ital 
infrastr ct re  like ero r st i entity an  access mana ement system arc itect res  or of ware ill of aterials s  w ic  
t e  fe eral overnment is c rrently rioriti in  E.g., NSTAC Report to the President: Zero Trust & Identity Management, preSidenT’S 
nAT’l Sec. Telecomm. AdviSory comm. at E  Fe    isc ssin  resi ent i en s E ec tive r er  callin  for a vancin  
towar  ero r st rc itect res  t s cisa ov sites efa l les lications e or to t e resi ent on ero

r st an r ste entity ana ement f  ress elease  De t of omelan  ec  D   Forms ew tar  o or  to 
tren t en of ware ly ain isi ility ools r    isc ssin   t s s ov science an tec nolo y

news st forms new star co or stren t en sof ware s ly c ain visi ility tools.

https://app.uniswap.org/
https://www.uniswapfoundation.org/faqs
https://www.uniswapfoundation.org/faqs
https://www.uniswapfoundation.org/faqs
https://www.uniswapfoundation.org/faqs
https://github.com/Uniswap/v4-core/blob/main/whitepaper-v4-draft.pdf
https://www.bis.org/publ/work1066.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC_Report_to_the_President_on_Zero_Trust_and_Trusted_Identity_Management.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC_Report_to_the_President_on_Zero_Trust_and_Trusted_Identity_Management.pdf
https://www.dhs.gov/science-and-technology/news/2023/04/27/st-forms-new-startup-cohort-strengthen-software-supply-chain-visibility-tools
https://www.dhs.gov/science-and-technology/news/2023/04/27/st-forms-new-startup-cohort-strengthen-software-supply-chain-visibility-tools


14Key Elements of an Effective DeFi Framework 

B. DeFi Protocols: Best 
Practice and Standards
Same Activity, Different Risks, Different Regulation but Same Regulatory Outcome

Financial re lators of en rely on t e eneral rinci le of Same Activity, Same Risks, Same Regulation 24 Followin  
t is rinci le  if DeFi offers nancial services resem lin  t ose of tra itional nancial ra Fi  instit tions 25 then 
DeFi an  ra Fi s o l  e s ect to t e same re lation  owever  t e risks ose  y DeFi can e f n amentally 

ifferent  iven DeFi s si ni cantly ifferent overnin  an  o erational str ct res  i  trans arency  an  n erlyin  
tec nolo ies 26 For instance  DeFi len in  rotocols may rovi e loans like ra Fi rms 27 owever  nlike ra Fi 
len ers  DeFi len in  rotocols re ire overcollaterali ation 28 erefore  DeFi len in  rotocols ave less cre it  
mat rity mismatc  an  co nter ar y risks t an ra Fi len ers 29 o t is en  t ese re ce  risks contri te to t e 
same re latory o tcome  t at all re lators strive for  nancial safety an  so n ness  cons mer an  investor 
rotection  an  nancial sta ility

e acknowle e t at t e risks of a DeFi service an  its corres on in  ra Fi service can in ee  overla  t it 
is im erative for re lators to caref lly e amine t e risks of eac  cate ory of DeFi services efore a o tin  t e 
a ro riate re latory treatment  DeFi services may offer t e same activity as ra Fi t ose in erently ifferent 
risks  ccor in ly  t ese ifferent risks s o l  e s ect to ifferent an  more a ro riate re lation  is 

24. For instance  w en t e F  an   ro ose  r les for sta lecoins  t ey relie  on t is remise to ar e t at sta lecoin iss ers 
s o l  e treate  like ot er ayment rovi ers  See Regulation, Supervision and Oversight of “Global Stablecoin” Arrangements: 
Final Report and High-Level Recommendations, Fin. STAbiliTy bd. 2 ct    t s fs or w content loa s

f  See also  Fe eral eserve ice air ic ael  arr  Supporting Innovation with Guardrails: The Federal Reserve’s Approach 
to Supervision and Regulation of Banks’ Crypto-related Activities, U.S. Fed. reServe ar    t s fe eralreserve ov
newsevents s eec arr a tm.

25. For t e r oses of t is a er  ra Fi instit tions incl e anks  ins rance com anies  roker ealers  e c an es  c sto ians  asset 
mana ers  an  ot ers

26. See, e.g., ic ar er  in a en  DeFi rotocol isks  The pArAdox oF deFi, in regTech, SUpTech And beyond: innovATion And Technology in 
FinAnciAl ServiceS   ar ic latin  ow trans arency rovi es an o or nity to efficiently isinterme iate tra itional nancial 
services  t s c  trans arency leaves smar  contracts  otential e loits visi le to a wi er ran e of actors  

27. E.g., compoUnd, t s com o n nance  ast visite  l    

28.  recent e am le involve  t e rve Finance e loit  w ic  le  to a ro  in t e rice of t e  token  rve Finance Fo n er 
ic ael E orov a  taken o t lar e DeFi loans sin  is  tokens as collateral  e rve Finance e loit le  to a  ro  

in t e rice of  tokens  w ic  meant t e val e of E orov s  collateral was no lon er s fficient to serve as collateral for is 
lar e loans  w ic  le  E orov to scram le for a itional f n s efore DeFi len ers like ave li i ate  is  tokens  Event ally  
E orov was resc e  y stin on  anot er rominent cry to ar ici ant  See a e D  o n   am eynol s  Curve Founder 
Raises $42.4M to Pay Off $80M On-Chain Debt, coindeSk    t s coin esk com siness c rve
fo n er still owes m es ite raisin nearly m in ast two ays te rve Fo n er ic ael E orov
is n D ain De t.  

is e am le emonstrates ow DeFi loan risk rests on t e orrower not on t e len er eca se t e len ers in t is case re ire  
overcollaterali ation  y ot etically s eakin  if ave a  li i ate  E orov s collateral of  tokens  t e rve Finance rotocol 
wo l  ave contin e  to o erate  e main risk for rve Finance wo l  ave een t at ot er ar ies co l  ave t en rc ase  
t ese rve tokens at a very low rice an  more im or antly  ac ire  si ni cant overnance ower of rve Finance  See also 

o er  es ner  eoffrey ayes  om o n  e oney arket rotocol  om o n  Fin  Fe   t s com o n nance
oc ments om o n ite a er f  e lainin  t e f nctionality of om o n s overcollaterali e  rotocol  see isc ssion infra 
ene t  ar ici atory stake ol er overnance  

29. n t e conte  of t e om o n  rotocol  t e rotocol s a tonomo s tili ation of ser s lie  li i ity an  overcollaterali ation 
are esi ne  to minimi e co nter ar y risks an  cre it risks fo n  in non DeFi systems  See id; cf  ar er  en  supra note 26, 
at fn   ar ic latin  ow o erational an  le al frictions arise in tra itional nance in t e set lement rocess as a res l  of tili in  
interme iaries w ereas t ese interme iaries are not e istent in DeFi  t er researc  on DeFi claims t at in mimickin  t e f nctions 
of ra Fi  DeFi s ffers from similar an  otentially am li e  v lnera ilities as ra Fi  See ramonte et  al  DeFi isks an  t e 
Decentralisation ll sion  bAnk For inT’l SeTTlemenTS  Dec    t s is or l tr f r t tm. See also ilina et  
al  D  Decentralise  Finance DeFi  a F nctional roac  cTr. For econ. pol’y reS. diScUSSion pAper  a er o   an   

 t s ce ror lications .

https://www.fsb.org/wp-content/uploads/P131020-3.pdf
https://www.fsb.org/wp-content/uploads/P131020-3.pdf
https://www.federalreserve.gov/newsevents/speech/barr20230309a.htm
https://www.federalreserve.gov/newsevents/speech/barr20230309a.htm
https://compound.finance/
https://www.coindesk.com/business/2023/08/03/curve-founder-still-owes-80m-despite-raising-nearly-30m-in-past-two-days/#
https://www.coindesk.com/business/2023/08/03/curve-founder-still-owes-80m-despite-raising-nearly-30m-in-past-two-days/#
https://compound.finance/documents/Compound.Whitepaper.pdf
https://compound.finance/documents/Compound.Whitepaper.pdf
https://www.bis.org/publ/qtrpdf/r_qt2112b.htm
https://cepr.org/publications/dp17810
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Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome  a roac  s o l  miti ate DeFi 
risks in t e nancial system wit o t stiflin  innovation  

o a ress t is o ective  we il  on t e e late s ot rotocols  framework t for  y n reessen 
orowit  w ic  we f r er ar ic late as Regulate Businesses, Not Public Good Protocols 30 ro  t is 

framework  we i entify ot   sinesses t at o erate a s an   sinesses t at o erate on lic oo  
rotocols  as s ita le access oints t at can e re late  w ile reservin  t e tec  ne trality of t e n erlyin  

infrastr ct re of DeFi rotocols an  ase layer lockc ains  n contrast  DeFi rotocols wit  c aracteristics we 
en merate elow lic oo  rotocols  s o l  not e s ect to e licit re lation 31 e ela orate on t is 
re latory a roac  in t e section on Feat res of lic oo s rotocols  

Framework for Public Good Protocols

efore isc ssin  t e feat res of lic oo  rotocols  we nee  to rst isc ss w at are rotocols an  more 
s eci cally  i entify w at DeFi rotocols are  

What are Protocols and DeFi Protocols?

First  rotocols are a set of r les e nin  ow com ters comm nicate wit  one anot er 32 E am les of commonly 
se  rotocols n erlyin  t e c rrent nternet infrastr ct re incl e  ata e c an e for we sites   
email  F  le transfer  as well as t e  an   rotocols t at allow te  messa e comm nication

n t e conte  of cry to assets an  DeFi  rotocols esta lis  t e ro ramma le lo ic relatin  to cry to asset 
iss ance  se  transfer  an  e c an e  for s eci c se cases s c  as ecentrali e  e c an es  markets  an  on
c ain asset mana ement 33 DeFi rotocols ave een il  on vario s ase layer lockc ains  ny ser or ser 
facin  a lication can access t ese rotocols  ile ase layer lockc ains may also e consi ere  rotocols in 
t e sense t at t ey set o erational stan ar s for ata transfer an  comm nication across com ter no es  for t e 

r oses of t is a er we se t e term rotocol  to refer to t e i ital sof ware stack il  on to  of t e ase layer 
lockc ain

iven its namesake  it s o l  e ns r risin  t at ecentrali ation is a critical com onent of DeFi rotocols  s 
we ar ic late later in t e a er  act al ecentrali ation in ractice not st in t e name is essential to c l ivatin  
DeFi s otential ene ts for sers 34 Disco rse on ecentrali ation is of en m ie  y a t ors im recisely sin  it 
as a lanket term w en referrin  to ifferent or ions of t e lockc ain ecosystem  incl in  vali ators  evelo ers  
an  a s 35 

30. See iles ennin s  Regulate Web3 Apps, Not Protocols, A16z crypTo e t    t s a cry to com osts ar icle we
re lation a s not rotocols  ereinaf er s t  

31. See isc ssion infra DeFi rotocols  est ractices an  tan ar s

32. What Is a Protocol?, cloUdFAre, t s clo flare com learnin network layer w at is a rotocol  ast visite  ay  

33. Fa ian c r  Decentralized Finance: On Blockchain-and-Smart Contract-Based Financial Markets, 103 Fed. reS. bAnk oF ST. loUiS rev. 
   isc ssin  DeFi arc itect re

34. See isc ssion infra ene ts of Decentrali e  Finance

35. AngelA wAlch, Deconstructing ‘Decentralization’: Exploring the Core Claim of Crypto Systems  in crypTo ASSeTS: legAl And moneTAry 
perSpecTiveS ris r mmer e  

https://a16zcrypto.com/posts/article/web3-regulation-apps-not-protocols/
https://a16zcrypto.com/posts/article/web3-regulation-apps-not-protocols/
https://www.cloudflare.com/learning/network-layer/what-is-a-protocol/
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Features of Public Good Protocols

e lators s o l  ave t e tools to monitor an  effectively oversee cons mers  safety in t is nascent ecosystem  
onse ently  it is aramo nt to ave clarity over which types of DeFi rotocols s o l  e e em t from 

re lation 36 f t e stat tory e nition of a rotocol is too e ansive or ermissive  a centrali e  siness co l  
circ mvent re lation sin  smar  contracts e loye  to a lockc ain instea  of off c ain ro rietary sof ware 37 f 
it is too limitin  no rotocol will alify for t e e cl sion an  innovation co l  come to a al 38

From analy in  t e rotocols evelo e  over t e ast alf eca e in t e cry to assets sector  we ve i enti e  ve 
aseline criteria t at rotocols s o l  meet to ens re t ey are s fficiently safe to act as i ital lic infrastr ct re 

an  to est facilitate t e ne  evol tion of an incl sive nternet 39 e refer to DeFi rotocols t at meet t ese ve 
feat res as lic oo  rotocols  e ar ic late elow w y eac  of t ese feat res is cr cial  an  many ene ts 
e resse  in t e ene ts of DeFi  section rely on one or a com ination of t ese feat res  

lic oo  rotocols m st ave t e followin  ve feat res  

ny otential stat tory e nition o tlinin  w ic  DeFi rotocols s o l  e e em t from re lation s o l  tili e 
a rinci les ase  a roac  t at raws on t e ve feat res we ve i enti e  in lic oo  rotocols  ese 
feat res esta lis  a aseline level of risk miti ation to ens re t at lic oo  rotocols are s fficiently safe to 
act as i ital lic infrastr ct re  Esta lis in  t ese feat res as a t res ol  wo l  facilitate a ositive fee ack 
loo  y e cl in  rotocols wit  some or all of t ese aforementione  c aracteristics  rotocol evelo ers will 
s se ently e incentivi e  to il  lic oo  rotocols wit  t ese ene cial traits  itionally  n er t is 
framework  re lators will e affor e  at ways to s fficiently rotect cons mers  ot  sinesses il  on to  of 

lic oo  rotocols an  on lic oo  rotocols co l  e s ect to re lation craf e  y olicymakers an  
relevant a encies   

36. iles ennin s  rian inten  Regulate Web3 Apps, Not Protocols Part IV: Practical Application, A16z crypTo e t    
t s a cry to com osts ar icle re late we a s not rotocols ractical a lication  ereinaf er s t  

37. Id. 

38. Id. 

39. See isc ssion infra ene ts of Decentrali e  Finance  

Decentralized

Open source 

Autonomous

Standardized

Non-discriminatory access and use

1

2

3

4

5

https://a16zcrypto.com/posts/article/regulate-web3-apps-not-protocols-practical-application/
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1 Feature: ‘Decentralized’ status

e term ecentrali e  refers to control over vario s com onents wit in an  relate  to t e cry to ecosystem t at 
is not resi in  wit  a sin le ar y or via t e mana erial effor s of a s eci c or limite  ro  of ar ies 40 e term 

ecentrali e  is of en inacc rately se  so we ro ose two t res ol  tests t at lic oo  rotocols m st meet 
to e eeme  ecentrali e

Two Primary Tests for Decentralized Status

 rst critical test to etermine if a rotocol is ecentrali e  is  

• an any sin le erson41 or t e mana erial effor s of a s eci c or limite  ro  of ersons  

i  control or f n amentally al er a rotocol s r ose or co e  

ii  control ser f n s or assets  

iii  reverse transactions  or 

iv  restrict access to t e rotocol 42

f t e answer is no  t en t e rotocol is eeme  to e ecentrali e  t erwise  t e rotocol oes not ave t e 
stat s of ein  ecentrali e  an  wo l  fall on a s ectr m of ein  more or less centralized.43 D s s o l  e 
s ect to t is test if t ey contri te to t e evelo ment or overnance of a rotocol  ey s o l  en a e in 

overnance minimi ation to re ce t e risk of information asymmetries t at co l  restrict access  ne ecte ly 
reverse transactions  or al er t e rotocol s r ose  ee section  for a isc ssion on rotocol overnance 
risks

40. et er from n reessen orowit  to  reas ry r    t s a i a cry to com w content loa s
a cry to cons l ation res onse ril f  D ecentralise  cry toassets rimarily erive t eir val e from ecentralise  
so rces  s c  as market forces  ser eman  for t e n erlyin  rotocol an  t e n m er of evelo ers il in  on to  of t e 

rotocol  rat er t an t e mana erial effor s of a sin le evelo ment team   ey are in erently tr stless in t e sense t at no 
sin le ro  of in ivi als ossesses classic insi er information  t at co l  ave a material effect on asset rices    onversely  
centralise  cry toassets rimarily erive t eir val e from centralise  so rces  s c  as t e mana erial effor s of a evelo ment 
team  e reco ni e t at ecentrali ation is of en se  im recisely an  can refer roa ly to t e network of com ters t at 
com rise a ermissionless lockc ain  as well as ow ower or a ency works wit in ermissionless lockc ain systems  See 
wAlch, supra note  at  For t e r oses of t is iece  we reco ni e t is am i ity  w ic  is w y we se t e two rimary tests 

escri e  later in t is section

41.  erson  can refer to a man or non man entity incl in  cor orations  ar ners i s  limite  lia ility com anies  etc  Persons, 
cornell legAl inFo. inST., t s law cornell e we le al erson last visite  ay  

42. e reco ni e t at small ro  is a relatively am i o s s test  e note t at t e foc s s o l  not e on t e ar ic lar number of 
in ivi als t rat er t e information asymmetries t at arise w en a rotocol s evelo ment  r ose  an  access can e controlle  
or al ere  y a select ro  of in ivi als wit o t a ro riate isclos re or trans arency to t e roa er ro  of sers  D s s o l  

e s ect to t is test if t ey contri te towar s t e evelo ment of a rotocol  ey s o l  en a e in overnance minimi ation to 
re ce t e risk of information asymmetries ro in   t at co l  restrict access  ne ecte ly reverse transactions  or al er t e 

rotocol s r ose  See isc ssion infra olicy ecommen ations  olvin  t e D  Dilemma  See also Decentralization Factors for 
Tokenized Consensus Protocols (Layer 1s and Layer 2s), lAThAm & wATkinS llp & A16z crypTo, t s a i a cry to com w content

loa s Decentrali ation Factors for oken onsens s rotocols ev f last visite  ne   Decentralization 
Factors for Tokenized Smart Contract Protocols, A16z lAThAm & wATkinS llp & A16z crypTo, t s a i a cry to com w content

loa s Decentrali ation Factors for oken mar ontract rotocols ev f last visite  ne   rovi in  
vario s factors to consi er w en makin  eterminations of ecentrali ation  

43. a riel a iro rovi es a sli tly ifferent form lation of t e test for a s fficiently ecentrali e  DeFi rotocol  w ere y  vali ation 
ower   consens s ower   rotocol client ower   economic ower  an   ser ower  s o l  all e ecentrali e  e
o e  wit er e t      t s twit ercom le no e stat s s .

https://api.a16zcrypto.com/wp-content/uploads/2023/04/a16z_HMT-crypto-consultation-response-29-April.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/04/a16z_HMT-crypto-consultation-response-29-April.pdf
https://www.law.cornell.edu/wex/legal_person
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Consensus-Protocols-Rev6.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Consensus-Protocols-Rev6.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Smart-Contract-Protocols-Rev6.pdf
https://api.a16zcrypto.com/wp-content/uploads/2023/05/Decentralization-Factors-for-Token-Smart-Contract-Protocols-Rev6.pdf
https://twitter.com/lex_node/status/1302679831419600897?s=20
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2

n im or ant secon  test asks  

• s t e rotocol il  on to  of a lic an  ermissionless lockc ain

f t e answer is no  t en t e rivate an  ermissione  feat res of t e n erlyin  lockc ain co l  ne atively 
im act t e ecentrali e  nat re of t e rotocol  For t e r oses of t is a er  ase layer lockc ains are 
ass me  to e lic an  ermissionless  c  ase layer lockc ains are also res me  to e i ital 
infrastr ct re  like t e nternet  an  o tsi e t e sco e of re lation

rotocols commonly referre  to as Decentrali e  in ame nly  D s  are an e am le of ins fficiently 
ecentrali e  rotocols 44 lyin  t e Decentrali e  tat s est re ces t e risk of rotocols ein  incorrectly 

la ele  as ecentrali e  w en  in reality  t ey can e controlle  or al ere  y a erson or small ro  of ar ies

t is im erative to note t at evelo ers an  sinesses il in  rotocols  in many cases  may star  wit  a 
centrali e  mo el  t event ally move towar s a ecentrali e  one  e rocess of transitionin  to reater 

ecentrali ation an  t e corres on in  s este  re latory a roac es t at co l  facilitate t is rocess is 
isc sse  in reater etail in t e olicy ecommen ations in section  ar ic larly s section  on esta lis in  

a e latory afe ar or for nascent DeFi innovations  

Feature: Open source

e o en so rce mo el for DeFi rotocols follows t e mo el set y in  an o en so rce sof ware licly evelo e  
y more t an  naffiliate  in ivi als  ese in ivi als colla orate  an  il  an o eratin  system t at now 
owers every in  from i ital latforms  s c  as oo le  Face ook  an  iki e ia  to televisions  t ermostats  an  airline 

enter ainment consoles  as well as tec nolo ies t at n er in core ankin  latforms se  y nancial instit tions 45 
in s o en so rce sof ware is free  an  its so rce co e is availa le to t e lic to view  e it an  contri te to 46 

en so rce sof ware iffers from ro rietary or close  so rce  sof ware  for w ic  only t e ori inal evelo er or 
evelo er team can control or mo ify  lose  so rce sof ware is of en license  an  cannot e mo i e  wit o t 
ermission  en so rce sof ware is sof ware t at is availa le to t e lic to view  contri te to an  learn from 47 

ere are many reasons for sin  t e o en so rce a roac  rat er t an close  so rce  e evelo er comm nity 
as t e control an  a ility to ickly e amine t e co e for iss es an  flaws  w ic  in t rn contri tes to t e 

sec rity of t e sof ware  en so rce sof ware rovi es an o or nity for anyone to a it t e co e an  swif ly 
im lement co e es  w ic  l imately facilitates more sec re sof ware over time t an close  so rce versions 48 

en so rce co e also fosters ser an  evelo er comm nities  w ic  in t rn s or  s staina le ecosystems 
w ere sers can e eriment wit  learn from  an  romote t e o en so rce co e  n a ition  sers o not ave to 
fear ven or lock in or losin  access to t e co e an  tools t ey se for lon term ro ects 49 e network effects 
facilitate  y o en so rce sof ware also increase market com etitiveness an  ot er ene ts to t e o en so rce 
sof ware s sers rat er t an only to t e intellect al ro er y owners  as a ens wit  a close  so rce rotocol 50 

44. a l rssov  DINO (Decentralized In Name Only) Vs. True Decentralization, hAckernoon r    t s ackernoon com ino
ecentrali e in name only vs tr e ecentrali ation r .

45. eter an alken r  at is “Open Source” and Why is it Important?, coin cenTer ct    t s coincenteror
e cation a vance to ics o en so rce  linUx FoUnd., linUx kernel hiSTory reporT 21 

46. What is Linux?, openSoUrce, t s o enso rce com reso rces lin  last visite  ne  

47. What is Open Source?, openSoUrce, t s o enso rce com reso rces w at o en so rce last visite  ne   

48. Davi   eeler  Secure Programming HOWTO: Is Open Source Good for Security?, t s w eelercom sec re ro rams
ec re ro rams o en so rce sec rity tml last visite  ay  

49. What is Open Source?, supra note 47.

50. s t   supra note 30.

https://hackernoon.com/dino-decentralized-in-name-only-vs-true-decentralization-x3r339g
https://hackernoon.com/dino-decentralized-in-name-only-vs-true-decentralization-x3r339g
https://www.coincenter.org/education/advanced-topics/open-source/
https://www.coincenter.org/education/advanced-topics/open-source/
https://opensource.com/resources/linux
https://opensource.com/resources/what-open-source
https://dwheeler.com/secure-programs/Secure-Programs-HOWTO/open-source-security.html
https://dwheeler.com/secure-programs/Secure-Programs-HOWTO/open-source-security.html
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Feature: Autonomous

lic oo  rotocols s o l  rimarily f nction a tonomo sly  is means t at t e rotocol s smar  contracts are 
self e ec tin  an  t e same in t to interact wit  t e co e s o l  enerate t e same e ecte  o t t  eca se 
t e rotocol s f nctionality is re e ne  y t e set of r les em e e  in its smar  contracts  t e rotocol o erates 

re icta ly  trans arently  an  consistently  tonomo s f nctionality t s el s to maintain t e rotocol s cre i le 
ne trality 51 re i le ne trality  is e ne  y Et ere m co fo n er  italik terin  as ein  essentially non

iscriminatory an  fair see also Feat re  on iscriminatory access an  se 52 in  man interme iaries 
to t e f nctionin  of sof ware rotocols also risks n erminin  t e rotocol s cre i le ne trality eca se 
interme iaries co l  co o t t e rotocol for t eir own interests 53 

oreover  w en lic oo  rotocols rely on co e instea  of interme iaries  anyone can ins ect an  a it t e 
lic le ers of t e lockc ains on w ic  t ey are il 54 e com ine  trans arency of t e lic le er 

w ic  recor s t e rice an  antity of eac  transaction  an  of t e rotocol s smar  contracts t at overn t e 
rotocol s o erations55 wo l  also assist re lators an  sers in monitorin  t e rotocol s sec rity in ways not 

availa le in more o a e ra Fi activities 56 

Feature: Standardized

lic oo  rotocols s o l  se e istin  tec nical stan ar s or contri te to esta lis in  stan ar s to t e 
e ent ossi le to ma imi e t eir otential com osa ility an  intero era ility 57 om osa ility refers to t e a ility 
of a rotocol s smar  contracts to interact wit  t ose in ot er rotocols frictionlessly  is allows ar ici ants in 
t e network to levera e t e work of ot ers  w ic  in t rn f els f r er activities 58 om osa ility  in t rn  facilitates 
intero era ility across rotocols  ena lin  sers to seamlessly move t eir i ital ro er y from one system to 
anot er  nlockin  val e t at wo l  ot erwise e tra e  in a sin le system 59

51. Id.

52. italik terin names fo r rimary r les to il in  a cre i ly ne tral  mec anism   Don t write s eci c eo le or s eci c 
o tcomes into t e mec anism   en so rce an  licly veri a le e ec tion   Kee  it sim le   Don t c an e it too of en  

italik terin  Credible Neutrality As A Guiding Principle, nAkAmoTo an    t s nakamoto com cre i le ne trality .

53. e ela orate f r er on t is to ic later  See isc ssion infra ene ts of Decentrali e  Finance  e cin  o nter ar y isk

54. et er from n reessen orowit  to  reas ry  supra note 40, at 11.  

55. Id. 

56. See isc ssion infra ene ts of Decentrali e  Finance

57. ne e am le is t e Et ere m e est for omment E  stan ar s  w ic  are se  to create a streamline  stan ar  a roac  
for vario s smar  contract transactions  The Ultimate List of ERC Standards You Need to Know, 101 blockchAinS ly   

t s lockc ains com erc stan ar s .

58. in a ie  Composability is Innovation, A16z crypTo ne   t s a cry to com osts ar icle ow com osa ility nlocks
cry to an every in else  tracin  t is flyw eel effect of innovation t ro  an analysis of Et ere m s evelo ment an  t e a s 
t at s se ently il  on to  of it  

59. ne of t e most im actf l forms of DeFi com osa ility is t e wi es rea  se of E  token stan ar  w ic  o tlines t e ways in 
w ic  Et ere m tokens s o l  o erate on t e lockc ain  e formali ation an  a o tion of t is stan ar  allowe  Et ere m smar  
contracts to act as le os  w erein evelo ers co l  il  off one anot er s work  e e itin  innovation  Id. 

3

4

https://nakamoto.com/credible-neutrality/
http://blockchains.com/erc-standards/
https://a16zcrypto.com/posts/article/how-composability-unlocks-crypto-and-everything-else/
https://a16zcrypto.com/posts/article/how-composability-unlocks-crypto-and-everything-else/
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Feature: Non-discriminatory access and use

lic oo  rotocols s o l  allow sers to freely access an  se t e system as a form of lic oo s  rotocols 
t at iscriminate a ainst o en access or re ire ermission to e accesse  co l  e co o te  for malicio s 

r oses y t ose w o seek to lock t eir com etitors from sin  t e system  imilarly  non iscriminatory sa e 
means t at lic oo  rotocols s o l  not ave t e a ility to al er or censor transactions t at s eci c in ivi als 

ave ma e 60

not er im or ant consi eration is if t e ecentrali e  rotocol is il  on to  of a lic an  ermissionless 
lockc ain  f t e rotocol is il  on a rivate  ermissione  lockc ain  t en t ere co l  e im lications for t e 

non iscriminatory nat re of t e rotocol  For t e r oses of t is a er  ase layer lockc ains are ass me  to 
e lic an  ermissionless

ermissionless  non iscriminatory access is also im or ant for acceleratin  innovation  as it creates a layere  
infrastr ct re w erein ot er rotocols an  a lications can e il  to en ance or rovi e a itional feat res to 
t e n erlyin  system   t e n erlyin  rotocol t at owers t e internet to ay  is a ermissionless tec nical 
s eci cation  en evelo ers create  innovative rotocols for evelo in  we sites wit  ima es an  interactive 
links an  a an one  re te ase  interfaces  t ey i  not nee  a roval from a central ar y 61 f t e internet s 

ase layer were ori inally ermissione  it wo l  ave im ose  costs to lic ar ici ation  limitin  t e iversity of 
t e many ene cial rotocols il  ato   t at we se to ay 62 

n line wit  t e iloso y t at n er inne  t e nternet s istory  w ic  as yiel e  ene ts for sers  lic oo  
rotocols s o l  also rovi e o en access to sers  ermissionless access means t at t e costs of il in  on 

t ese rotocols are low  facilitatin  reater com etition an  ar ici ation y sinesses esi nin  ser facin  
a lications on t ese fo n ational sof ware layers 63 For t e DeFi ecosystem to rovi e nancial services to t ose 
w o ave een n erserve  or are in economically recario s environments  lic oo  rotocols cannot e 

ermissione  or else t ey risk re licatin  t e forms of e cl sion fo n  to ay in ra Fi  at er  t ey m st act an  
f nction as lic oo s 64 

60. s t   supra note 36.

61. eter an alken r  What Does “Permissionless” Mean?, coin cenTer an    t s coincenteror e cation
a vance to ics w at oes ermissionless mean .

62. Id. 

63. Id.

64. See isc ssion infra ene ts of Decentrali e  Finance

5

https://www.coincenter.org/education/advanced-topics/what-does-permissionless-mean/
https://www.coincenter.org/education/advanced-topics/what-does-permissionless-mean/
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FIGURE 2
Financial Ecosystem: 
CeFi & DeFi
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DeFi ses ro ramma le lockc ain tec nolo y to evelo  ecentrali e  rotocols ca a le of rovi in  
isinterme iate  nancial services  eneratin  reater o tionality  increase  efficiency  an  re ce  costs an  
ar ici ation interests for en  sers  t levera es t e e  nternet s rea write own feat res an  a ments ser 

control  a tonomy  an  ar ici ation in nancial services  DeFi s en ance  fle i ility an  ro ramma ility s or  
innovation an  new o or nities for sers  t wit  a m c  ifferent risk ro le from ra Fi  

n contrast  centrali e  nance or eFi  is t e rovision of nancial services t at are controlle  y a sin le ar y 
or mana erial effor s of a small ro  of ar ies  t incl es cry to service rovi ers  s c  as centrali e  cry to 
e c an es an  c sto ians  as well as centrali e  iss ers of sta lecoins an  i ital assets  an  ot ers  ese 
centrali e  ar ici ants rovi e im or ant services in t e i ital assets ecosystem w ile rovi in  i eal e eriences 
for sers  l o  many refer to eFi as cry to sector s eci c  t e ra Fi sector also com rises centrali e  
interme iaries e  anks  roker ealers  e c an es  asset mana ers an  c sto ians  etc  an  as s c  is also 
an e am le of eFi  ee Fi re  elow

r nancial system is c rrently evolvin  to encom ass ot  DeFi an  eFi elements  e also antici ate t at DeFi 
an  eFi will coe ist an  interact  For instance  t e f t re nancial system co l  entail a eFi siness rovi in  

easily accessi le an  ser frien ly interfaces w ile levera in  t e ro ramma ility  sec rity  an  f nctionalities of 
t e n erlyin  DeFi infrastr ct re  t er sers retail an  instit tional may want t e o tionality to access DeFi 
services irectly  any sers will se ot  o tions

efore ar ic latin  o r ro ose  re latory a roac  in e t  we o tline t e ene ts of DeFi to esta lis  w y 
a re latory framework for t is nascent sector s o l  e esi ne  to take into acco nt t e si ni cantly ifferent 
c aracteristics of DeFi  any of DeFi s ene ts arise from t e feat res ela orate  for lic oo  rotocols  

ecentrali e  o en so rce  a tonomo s  stan ar i e  an  non iscriminatory  e ains t at cons mers  
sinesses  an  investors can ca t re from DeFi are varie  an  n ance  an  re latin  wit  a sle e ammer 

instea  of a scal el may ina ver ently foreclose f t re innovations t at take f ll a vanta e of t e otential of DeFi 
w ile failin  to tar et t e a ro riate an  critical sites of risk    
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�ǟ��®ð®ŃĐĉ�÷¸��®#Â
ile innovative ses of DeFi contin e to row  rominently se  DeFi services an  ro cts c rrently incl e 

orrowin  an  len in  services  ins rance  an  asset mana ement  Financial a lications t at sit on to  of 
ecentrali e  rotocols can levera e t e o en  ne tral  an  ecentrali e  nat re of t e lockc ain tec nolo y 

to esta lis  new economic str ct res t at miti ate many of t e risks in t e ra Fi system t ro  increase  
trans arency  innovative forms of overnance  an  en ance  sec rity  s we o tline t e ene ts offere  y DeFi 

elow  we note t at t ese ene ts are ase  on feat res re ire  for lic oo  rotocols

�®ð®ŃĐǙ�Y®ªğ¤Âðº�¤÷ğðĐ®ąĂ�ąđı�ąÂĉçĉ�

lic oo  rotocols can miti ate vario s co nter ar y risks t at arise in ra Fi services e to t e se of 
vario s interme iaries  e intra transaction com osa ility of smar  contracts allows m l i le actions to e 
e ec te  wit in a sin le transaction  re cin  t e reliance an  tr st nee e  for n mero s ar ies to effectively 
facilitate c sto y  escrow  clearin  an  set lement 65 itionally  t e se of a tonomo s an  com osa le smar  
contracts ecreases t e costs tra itionally associate  wit  e ec tin  a transaction  s c  as n in  an  selectin  a 
co nter ar y  concl in  a contract  an  enforcin  a claim 66

oreover  nlike in eFi  w ere a centrali e  entity ty ically ol s onto t e sers  assets an  e ec tes transactions 
on t eir e alf  DeFi sers only tem orarily rant smar  contracts access to t eir assets to com lete a transaction 
on t e lockc ain 67 is self c sto ial nat re of lic oo  rotocols laces t e nancial foc s on in ivi al 
asset owners  em owerin  t em to make ecisions ase  on a roa er set of c stomi a le services t ro  

ro ramma le smar  contracts  ere are n mero s e am les w ere cons mers ave lace  tr st in eFi
incl in  ra Fi sinesses  for t ese sinesses to fail in meetin  t eir romises to t eir c stomers 68 The 

o lar warnin  not yo r keys  not yo r coins  is f lly ake  into t e self c sto ial nat re of lic oo  
rotocols  n in ivi al maintains com lete control over t eir keys  eliminatin  forms of co nter ar y risk or 

ot er e ec tion risks  s c  as t e ncer ainties associate  wit  ow a centrali e  entity may e mana in  or 
commin lin  a ser s f n s 69

65. Tamás Katona, Decentralized Finance – The Possibilities of a Blockchain ‘Money Lego’ System, 20 Fin. And econ. rev. 74, 86-89  
isc ssin  re lacement of central co nter ar ies sin  DeFi  Fa ian c r  Decentralized Finance Could Support a New Financial 

Infrastructure if Challenges are Overcome, imF: FinAnce & developmenT e t   t s imfor en lications fan
iss es De romise an itfalls Fa ian c ar notin  t e elimination of cer ain risks since assets can only e transferre  

on re e ne  smar  contract con itions ein  f lfille

66. Katona, supra note  at  

67. ran er  Key DeFi Attributes: Non-Custodial, mediUm: bciST cenTer ov    t s me i m com cistcenter key e
at ri tes non c sto ial e f f isc ssin  t e tec nical feat res of smar  contracts t at facilitate t e non c sto ial nat re 
of DeFi services

68. ota le ra Fi e am les incl e t e ernie a off on i sc eme an  t e y r s ank acco nt levy  Ka e arnet  What Are the 
Pros and Cons of DeFi?, decrypT Fe    t s ecry t co reso rces w at are t e ros an cons of e learn  ota le eFi 
fail res incl e F  an  lockFi  Id. 

69. e rase not yo r rivate  keys  not yo r coins  an  t e rase if yo  ave yo r keys  yo  ave yo r coins  are fre ently state  
in t e DeFi comm nity  ot  rases n erscore t e im or ance of sers ownin  t eir own keys to miti ate t e risk of a t ir ar y 
commin lin  ser f n s or sin  t em in ways t ey i  not or wo l  not consent to  See Id. ote t at as instit tional investors 

ave so t o t means to invest in DeFi ro cts or services  ro cts ave een esi ne  t at allow instit tional investors to o 
so w ile sim l aneo sly eliminatin  t e risk nefario s f n  mana ers can commin le client assets wit  nveri e  so rces  yoShiki 
TAkeUchi, why decenTrAliSed FinAnce mATTerS And The policy implicATionS 54, oFF. For econ. cooperATion & dev.  

https://www.imf.org/en/Publications/fandd/issues/2022/09/Defi-promise-and-pitfalls-Fabian-Schar
https://www.imf.org/en/Publications/fandd/issues/2022/09/Defi-promise-and-pitfalls-Fabian-Schar
https://medium.com/bcistcenter/key-defi-attributes-non-custodial-e927f761609f
https://medium.com/bcistcenter/key-defi-attributes-non-custodial-e927f761609f
https://decrypt.co/resources/what-are-the-pros-and-cons-of-defi-learn
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e ermissionless nat re of DeFi ena les sers to ave reater access to nancial services w ile re cin  
t e e istence of rent seekin  interme iaries 70 ike ot er ntec  innovations  DeFi rovi es faster an  c ea er 
set lement t an tra itional ayment services  eal time ayment an  set lement are es ecially im or ant for 
in ivi als w o live ayc eck to ayc eck  an  sinesses wit  sensitive cas  flow mana ement 71 F r ermore  
t e in erent alities of DeFi  s c  as ermissionlessness  com osa ility  an  self c sto y  co l  s or  critical 

se cases wit in an  o tsi e t e  ar ic larly amon  comm nities t at ave met wit  o stacles in accessin  
tra itional nancial services for istorical  olitical  or economic reasons 72 

A Fostering Trust for Communities Historically Excluded from Traditional Financial Services

istorically  mar inali e  comm nities ave face  vario s forms of e cl sion from t e tra itional nancial system  
limitin  t eir access to asic nancial services an  o or nities to row weal  Discriminatory len in  ractices  
t e inaccessi ility of ysical ankin  ranc es  an  cost arriers are amon  some of t e o stacles to increasin  
nancial incl sion 73 ccor in  to t e FD  rvey of o se ol  se of ankin  an  Financial ervices   of a l s 
nearly  million mericans  o not ave a ank acco nt  wit  t e statistic ein  is ro or ionately reater amon  
frican merican  an  is anic  comm nities 74 F r ermore  one of t e most commonly cite  reasons for 

not avin  a ank acco nt was a lack of tr st in anks 75 ikewise  a s rvey con cte  y riel c wa  in icates t at 
frican merican investors are more likely t an w ite investors to ave i  never investe  or sto e  investin  e to 

lack of tr st in t e stock market  vers s  or e to lack of tr st in nancial instit tions  vers s 76 

ainst t is ack ro  istorically e cl e  comm nities ave fo n  t e ecentrali e  nat re of cry to ar ic larly 
a ealin 77 e self c sto ial an  trans arent alities of DeFi ave t e otential to em ower in ivi als wit  
in e en ence in nancial ecision makin  w ile retainin  control of t eir assets  itionally  r les ase  smar  
contracts isco ra e man iscre ancies an  iscriminatory e avior in len in  an  nancin  s a tr stless78 
nancial system  w ic  oes not re ire tr stin  an interme iary  DeFi is an im or ant al ernative to nancial 

services for t ose w o istr st tra itional nancial interme iaries 79 

70. See ake c i  supra note  at  

71. eila arren  Hearing to Review S.4760 the Digital Commodities Consumer Protection Act  efore t e omm  on ric  trition  
an  Forestry  t  on    testimony of eila arren  E  ry to o ncil for nnovation  t s cry toforinnovation
or w content loa s ry to o ncil rit en estimony eila arren f  n ivi als arme  y nat ral isasters or 
in t e mi st of war or ot er forms of t rmoil in ar ic lar ene t from real time cry to ayment an  set lements  See, e.g., i  ills  

ost Ear ake ry to Donations Floo  into rkey  crypTo coUncil For innovATion ar    t s cry toforinnovation or
ate ost ear ake cry to onations floo into t rkey  nanya K mar an  ik il a veera  Can Crypto Deliver Aid Amid 

War? Ukraine Holds the Answer, ATlAnTA coUncil r    t s atlanticco ncil or lo s new atlanticist can cry to
eliver ai ami war kraine ol s t e answer .

72. See en e ar on et  al  Income and Wealth Creation in Web3 Case Studies Demonstrating Economic Outcomes, crAdl at  
an   t s cra l or new income weal we re or form. See also aif me  l akeem  i lin   Powered 

by Blockchain Technology, DeFi (Decentralized Finance) Strives to Increase Financial Inclusion of the Unbanked by Reshaping the 
World Financial System, 12 modern econ. 1, 12-13  isc ssin  t e aim of DeFi to lessen t e ower an  control of interme iaries 
an  create trans arent  ermissionless  an  o en so rce nancial ecosystem t at is accessi le to anyone

73. See arren  supra note 71, at 18. 

74. ed. mArk kUTzbAch eT. Al., Fdic nATionAl SUrvey oF UnbAnked And UnderbAnked hoUSeholdS 13-15 Karyen  e  Fe  De osit ns rance 
or  

75. Id. at  otin  on t tr st anks  was t e secon most cite  main reason for not avin  an acco nt in  y s rvey 
ar ici ants  

76. Ariel-Schwab Black Investor Survey, chArleS SchwAb  t s sc wa moneywise com tools reso rces ariel sc wa
s rvey .

77. alerie iar  et al  Black Experiences in Web3, crAdl Dec   t s cra l or lack e eriences cry to.

78. r stlessness  refers to t e a ility of a network to me iate transactions wit o t any of t e involve  ar ies nee in  to tr st a t ir  
ar y  Trustlessness, eThereUm FoUnd., t s et ere m or en lossary tr stlessness last visite  ne  

79. See arren  supra note  at 

2

https://cryptoforinnovation.org/wp-content/uploads/2022/09/Crypto-Council-Written-Testimony-Sheila-Warren.pdf
https://cryptoforinnovation.org/wp-content/uploads/2022/09/Crypto-Council-Written-Testimony-Sheila-Warren.pdf
https://cryptoforinnovation.org/update-post-earthquake-crypto-donations-flood-into-turkey/
https://cryptoforinnovation.org/update-post-earthquake-crypto-donations-flood-into-turkey/
https://www.atlanticcouncil.org/blogs/new-atlanticist/can-crypto-deliver-aid-amid-war-ukraine-holds-the-answer/
https://www.atlanticcouncil.org/blogs/new-atlanticist/can-crypto-deliver-aid-amid-war-ukraine-holds-the-answer/
https://www.cradl.org/new-income-wealth-web3#report-form
https://www.schwabmoneywise.com/tools-resources/ariel-schwab-survey-2022
https://www.schwabmoneywise.com/tools-resources/ariel-schwab-survey-2022
https://www.cradl.org/black-experiences-crypto
https://ethereum.org/en/glossary/#trustlessness
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B Protection from Inflation and Disruptive Regimes 

e self c sto y feat re of lic oo  rotocols em o ie  y self oste  wallets or acco nts is critical in 
re imes w ere inflation severely am ers weal  reservation or in environments w ere t ir  ar ies can nilaterally 

isr t tra itional nancial services  n f anistan  w ere nancial services ave ecome nrelia le  civilians ave 
een sin  cry to in ar  to e e a ainst t e ali an s sei re of assets 80 ikewise  w en t e Feminist oalition s 
ank acco nt was s t own in i eria  itcoin ecame critical for raisin  onations for t e coalition s En  

cam ai n a ainst olice r tality 81 n t e face of crack owns on s eec  issi ents an  in e en ent me ia 
or ani ations in elar s  on  Kon  an  ssia ave resor e  to cry to for f n in  an  onations 82 

C Promoting Growth and Efficiency in Emerging Markets 

DeFi can also lay a si ni cant role in emer in  markets w ere cons mers an  sinesses ave c allen es in 
accessin  ra Fi services  mall me i m enter rises Es  can ta  li i ity an  access al ernative nancin  
o or nities t ro  DeFi len in  an  orrowin  rotocols  w ic  of en rovi e more com etitive rates t an 

ra Fi 83 For instance  in t e revio s year  lea in  DeFi rotocols rovi e  loans at a mean interest rate of 84 
in contrast to t e ra Fi rime rate  w ic  escalate  from  to  over t e same erio 85 Es may also 

se ma or DeFi e c an es to conver  ayments in ifferent c rrencies for faster  c ea er  an  less com licate  
set lement  ccor in  to a  s rvey y isa of nine economies aro n  t e worl  almost one ar er of small 

sinesses in t ese markets lan to acce t i ital c rrencies as a form of ayment 86 ar e acks an  ayment 
reversals can e e ce tionally costly for smaller merc ants  makin  t e nal set lement nat re of cry to asset 
transactions ar ic larly a ealin 87 

nformal  s or term  cross or er sinesses in a aran frica an  atin merica ave also fo n  a se for 
cry to  es ecially w en t ey are revente  from o enin  a local ank acco nt in t e client co ntry 88 oreover  
DeFi ro cts ave a wi er ran e of c stomi a ility for t e amo nt  ration  an  cost of t e loan or ot er nancial 
service  w ile t e re etermine  r les of smar  contracts ens re t at nancin  ecisions are ma e wit  fewer 
inconsistencies an  iases 89

80. ic ael isa  es on in  to f anistan s manitarian risis  e otential ole of Di ital ayments  tr  lo  Dev  ay   
t s c ev or lication res on in af anistans manitarian crisis otential role i ital ayments  El af a a a a  
f an ry to yers ren t ryin  to trike it ic  They’re Just Trying to Keep What They Have Out of The Taliban’s Reach, ForTUne 

r      t s for ne com af an cry to yers kee money o t of tali an reac sta lecoin
erat . 

81. olin ar er  Nigerian Banks Shut Them Out So These Activists Are Using Bitcoin to Battle Police Brutality, coindeSk ct    
t s coin esk com tec ni erian anks s t t em o t so t ese activists are sin itcoin to at le olice
r tality .

82. o er an  Dissidents Are Turning To Cryptocurrency As Protests Mount Around The World, ForbeS ct      
t s for es com sites ro er an issi ents are t rnin to cry toc rrency as rotests mo nt aro n

t e worl s a eac c  illian De tsc   aron E litis  tin s rack own s es n e en ent ssia e ia nto ry to  
loom er  ay     t s loom er com news ar icles tin s crack own s es

in e en ent r ssian me ia into cry to. 

83. See isc ssion supra ene t  e cin  o nter ar y isk  ote  owever  t at t e com arison of DeFi an  ra Fi len in  is ma e 
com le  y t e fact t at DeFi loans are ty ically overcollaterali e  w ereas ra Fi len in  is ncollaterali e  meanin  it s of en not 
an a les to a les com arison

84. lly ac  Maker’s Money Market, essari Fe    t s messari io re or maker s money market. 

85. Bank Prime Loan Rate (DPRIME), Fed. reS. bAnk oF ST. loUiS ast visite  ay   t s fre stlo isfe or series D E. 

86. anna  an  A Quarter of Small Businesses Across Nine Countries Plan to Offer Crypto Payments: Visa Survey, reUTerS an   
   t s re ters com tec nolo y ar er small sinesses across nine co ntries lan offer cry to ayments

visa .

87. my ic ol mit   o  at s   of Small Businesses Have Been Severely Impacted By Credit Card Fraud – Are Payment 
Processing Services Truly Secure?, ForbeS ar    t s for es com a visor siness sof ware ayment rocessin sers
safety .

88. Kristy am  Non-Dollar Stablecoins Gain Momentum, Risks to USD Rise, Crypto Council for Innovation r     
t s cry toforinnovation or non ollar sta lecoins ain moment m risks to s rise .

89. imon an ler  DeFi and Credit on the Blockchain: Why Loans Are Better When They’re Decentralized, coinTelegrAph ay   
t s cointele ra com news e an cre it on t e lockc ain w y loans are et er w en t eyre ecentrali e .

https://www.cgdev.org/publication/responding-afghanistans-humanitarian-crisis-potential-role-digital-payments
https://fortune.com/2022/04/24/afghan-crypto-buyers-keep-money-out-of-taliban-reach-stablecoin-herat/
https://fortune.com/2022/04/24/afghan-crypto-buyers-keep-money-out-of-taliban-reach-stablecoin-herat/
https://www.coindesk.com/tech/2020/10/16/nigerian-banks-shut-them-out-so-these-activists-are-using-bitcoin-to-battle-police-brutality/
https://www.coindesk.com/tech/2020/10/16/nigerian-banks-shut-them-out-so-these-activists-are-using-bitcoin-to-battle-police-brutality/
https://www.forbes.com/sites/rogerhuang/2020/10/19/dissidents-are-turning-to-cryptocurrency-as-protests-mount-around-the-world/?sh=1a88eac7584c
https://www.forbes.com/sites/rogerhuang/2020/10/19/dissidents-are-turning-to-cryptocurrency-as-protests-mount-around-the-world/?sh=1a88eac7584c
https://www.bloomberg.com/news/articles/2022-05-10/putin-s-crackdown-pushes-independent-russian-media-into-crypto
https://www.bloomberg.com/news/articles/2022-05-10/putin-s-crackdown-pushes-independent-russian-media-into-crypto
https://messari.io/report/maker-s-money-market
https://fred.stlouisfed.org/series/DPRIME
https://www.reuters.com/technology/quarter-small-businesses-across-nine-countries-plan-offer-crypto-payments-visa-2022-01-12/
https://www.reuters.com/technology/quarter-small-businesses-across-nine-countries-plan-offer-crypto-payments-visa-2022-01-12/
https://www.forbes.com/advisor/business/software/payment-processing-users-safety/
https://www.forbes.com/advisor/business/software/payment-processing-users-safety/
https://www.forbes.com/advisor/business/software/payment-processing-users-safety/
https://cryptoforinnovation.org/non-dollar-stablecoins-gain-momentum-risks-to-usd-rise/
https://cryptoforinnovation.org/non-dollar-stablecoins-gain-momentum-risks-to-usd-rise/
https://cointelegraph.com/news/defi-and-credit-on-the-blockchain-why-loans-are-better-when-theyre-decentralized
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rans arency is a core feat re of lic oo  rotocols an  forms t e asis of tr st wit in a ecentrali e  system  
eca se t e lic can view transactions recor e  on t e lockc ain le er an  ascer ain t e re etermine  

r les an  f nctions of smar  contracts  sers can o serve transactions in real time  verify information on t e 
le er in e en ently  an  transact efficiently wit o t nee in  to know t e i entity an  ersonal etails of ot er 

ar ici ants wit in t e system  eca se of t is trans arency an  ecentrali ation  lic lockc ains act as a 
lic oo  in t e form of nancial infrastr ct re y rovi in  ne tral  in e en ent  an  imm ta le transaction 

recor s  w ile DeFi rotocols act as anot er lic oo  in t e nancial infrastr ct re y rovi in  accessi le an  
n iase  o erations 90

e visi ility of on c ain transactions also rovi es a ric  ata so rce for real time risk mana ement w ile re cin  
information asymmetries  naly in  on c ain transactions can ncover re y ot ecate  assets  conflicts of interest  
an  risks associate  wit  cre it  li i ity  an  concentration 91 ikewise  len ers an  orrowers can e el  to a i er 

e ree of acco nta ility eca se anyone can see t e relevant ar ies  transaction istory 92 ota ly  armf l actions 
an  o a e risk takin  t at centrali e  nancial latforms  s c  as F  n er ook ecome nearly im ossi le in DeFi 
since activities an  en a ement wit  ser f n s are on o en  imm ta le lockc ains 93  

eyon  risk miti ation  DeFi a lications s c  as t e inc  allet il  on to  of lic oo  rotocols  ave 
ena le  onors to transfer  track  an  acco nt for t eir contri tions to c arita le or ani ations  s c  as e 

mane ociety of t e nite  tates  mref eal  frica  an  t e ational il life Fo n ation  reass rin  onors 
t at t eir f n s are se  as inten e 94 is is cr cial at a time w en or ani ations an  olitical factions are 
fre ently lame  for e loitin  onations  an  in ivi al ivin  is ecreasin  e to a lack of tr st in t e c arity 
collection rocess 95 esearc ers ave a itionally ro ose  lockc ain ase  frameworks to collect an  s en  
c arity onations in a licly a ita le manner 96 For e am le  t e  e eriences c allen es in sen in  ai  
an  investments to t e ri t reci ients 97 en in  D acke  sta lecoins to  for instance  an i enti e  forei n 

overnment controlle  wallet a ress co l  el  solve t e elivery ro lem an  allow t e  to monitor t e 
receivin  overnments  se of f n s 98 

90. c r  supra note  at  

91. See isc ssion supra ene ts of Decentrali e  Finance  e cin  o nter ar y isk  

92. an ler  supra note 89.

93. n e  oo  D  DeFi is t e nswer to t e FTX Crisis—but We Must Get Better at Communicating It, decrypT ov    t s
ecry t co e is t e answer to t e f crisis t we m st et et er at comm nicatin it.

94. What is 1inch (1INCH)?, The giving block last visite  ay   t s t e ivin lock com reso rces cry toc rrency inc  see 
generally, e.g., Paul Sullivan, Nonprofits Get a New Type of Donation: Cryptocurrency, n.y. TimeS ly   t s ny imes
com yo r money cry toc rrency onation non ro t tml ela oratin  on t e ta  an  acco ntin  ene ts of cry to 

onations

95. See, e.g., essa Fo  ssa  e ime ‘Siphons Millions in Aid’ by Manipulating Syria’s Currency, The gUArdiAn ct    t s
t e ar ian com lo al evelo ment oct assa re ime si ons millions in ai y mani latin syrias c rrency. 

96. amma   Faroo  A Framework to Make Charity Collection Transparent and Auditable Using Blockchain Technology, 83 compUT. 
& elec. eng’g  isc ssin  lockc ain sol tions for trans arency in onation systems  ic ael o ley  Can Stablecoins 
Revolutionize Foreign Aid? The UN Thinks So., blockworkS Dec    i li tin  illions of ollars  wor  of em e lement in 
forei n ai  istri te  via at c rrency  an  notin  t e sol tion rovi e  y sta lecoins  t s lockworks co news n sta lecoins
revol tioni e forei n ai . 

97. See, e.g., r  arnoff  ra  econstr ction ssistance  on  sc  erv     isc ssin  less t an a e ate controls  
relate  to  illion of evelo ment ank reso rces move  t ro  ra i ministries  an  t e fail re to track  of t e ra  

elief an  econstr ction F n  af er remit ance  Davi  Francis  How the US Lost Billions over Nine Years in Iraq   ne  
 t s cn c com ow t e s lost illions over nine years in ira tml isc ssin   illion of  illion 

allocate  for ra s reconstr ction oin  to waste  an  a  a it revealin  t at  illion of t e De ar ment of Defense s  
illion total o li ation was lef  ntracea le  

98. emit in  ai  via sta lecoins as roven not st t eoretically sef l  t also effective in ractice  See, e.g.,  Wins Award for 
Innovative Use of Blockchain Solutions to Provide Cash to Forcibly Displaced in Ukraine, U.n. high comm’r For reFUgeeS ar    

t s n cror news n cr wins awar innovative se lockc ain sol tions rovi e cas forci ly is lace kraine.
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https://decrypt.co/115149/defi-is-the-answer-to-the-ftx-crisis-but-we-must-get-better-at-communicating-it
https://decrypt.co/115149/defi-is-the-answer-to-the-ftx-crisis-but-we-must-get-better-at-communicating-it
https://thegivingblock.com/resources/cryptocurrency/1inch/
https://www.nytimes.com/2021/07/30/your-money/cryptocurrency-donation-nonprofit.html
https://www.nytimes.com/2021/07/30/your-money/cryptocurrency-donation-nonprofit.html
https://www.theguardian.com/global-development/2021/oct/21/assad-regime-siphons-millions-in-aid-by-manipulating-syrias-currency
https://www.theguardian.com/global-development/2021/oct/21/assad-regime-siphons-millions-in-aid-by-manipulating-syrias-currency
https://blockworks.co/news/un-stablecoins-revolutionize-foreign-aid
https://blockworks.co/news/un-stablecoins-revolutionize-foreign-aid
https://www.cnbc.com/2014/06/19/how-the-us-lost-billions-over-nine-years-in-iraq.html
https://www.unhcr.org/news/unhcr-wins-award-innovative-use-blockchain-solutions-provide-cash-forcibly-displaced-ukraine
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y il in  on t e sec rity of ecentrali e  lockc ains  DeFi as fewer oints of fail re relative to eFi ra Fi 
al ernatives  For instance  vali ators of lockc ains m st cry to ra ically verify a transaction s le itimacy for 
t e transaction to e a e  to t e lockc ain s lic le er  an  eac  no e o erator as a co y of t e le er  

is istri tion of information re ces t e likeli oo  of nilateral c an es to t e le er y a sin le entity  t also 
re ces t e likeli oo  of a systemic fail re of t e lockc ain  f a no e were to fail  t e ot er no es ave t e 

istri te  le er to contin e o eratin  t e lockc ain 99 ereas in ra Fi  all ata an  recor s can e lost if a 
ra Fi instit tion fails or e eriences a etrimental cy ersec rity at ack  forcin  o erations to sto 100 n t is sense  
ecentrali e  systems are more resilient to cy ersec rity risks t an more centrali e  systems 101 

DeFi s self c sto ial nat re f r er rotects ersonal f n s  elf c sto y eliminates co nter ar y risk e os re to 
t ir ar y c sto ians 102 om are  to eFi ra Fi  DeFi can transform central oney ots of ata an  c stomer 
f n s from sin le oints of fail re into resilient  istri te  imm ta le le ers t at safe ar  ser f n s an  

ata trans arently 103 itionally  t is tam er roof nat re of n erlyin  lockc ains means t at no com lete  
transaction can e mo i e  wit o t etection  t ere y romotin  tr st an  sec rity in t e network 104 

�®ð®ŃĐǙ�U�ąđÂ¤ÂĂ�Đ÷ąı�ĉĐ�ç®¿÷éª®ą�º÷Ī®ąð�ð¤®�

DeFi rotocols can allow ar ici ants to ar ici ate in t e rotocol s overnance  For e am le  some ecentrali e  
rotocols tili e D s  to assist wit  o erations an  rotocol im rovements 105  D  is enerally an or ani e  
ro  of ersons or ar ies t at coor inates t e overnance of a rotocol or lockc ain t ro  a s are  set of 

r les 106 D s allow mem ers to ar ici ate irectly in t e overnance of t e lockc ain  t t ey are not controlle  
y a sin le mem er or t ro  t e mana erial effor s of a small ro  of mem ers  n ivi als or ar ies can 
ecome mem ers of D s y ac irin  overnance tokens of t e rotocol or lockc ain 107 

99. ava  arrin  ao  an  aks imi  a eer  a ram arrin  Blockchain for Decentralization of Internet: Prospects, Trends, 
and Challenges, 24 clUSTer compUT      isc ssin  t e sec rity a vanta e an  relia ility of ecentrali e  

lockc ains in reventin  network at acks

100. See ky n  Privacy in Decentralized Finance: Should We Be Concerned?, hArvArd Tech. rev     t s
arvar ec nolo yreview com rivacy in ecentrali e nance s o l we e concerne .

101. See ake c i  supra note  at  

102. See isc ssion supra ene ts of Decentrali e  Finance  e cin  o nter ar y isk  

103. See en rik mler et  al  DeFi-ning DeFi: Challenges & Pathway, cornell Arxiv an    isc ssin  t e tr stless  trans arent  
interconnecte  ecentrally overne  an  self soverei n a vanta es of DeFi w en com are  to eFi an  em asi in  t e lack of 
central a t ority controllin  an  or ani es access to ata an  f n s in DeFi  See also Liyi Zhou, et al., SoK: Decentralized Finance 
Attacks, cornell Arxiv r    isc ssin  t e ene ts of atomic com osa ility se  in DeFi latforms relative to eFi  Kai a 

in et  al  CeFi vs. DeFi—Comparing Centralized to Decentralized Finance, cornell Arxiv ne   notin  t e relative sim licity 
of tracin  DeFi f n s w en com are  wit  tracin  eFi assets e to t e trans arency of DeFi  em asi in  ser control  an  
accessi ility as t e ni e a vanta es of DeFi  an  ela oratin  t e risks relate  to interme iaries an  sin le oints of fail re in eFi

104. See What is Blockchain Security?, ibm, t s i m com to ics lockc ain sec rity last visite  ay  

105. ote t at some in ivi als conce t ali e t e  in D s as a tonomo s  in t e sense t at t ey ave a tonomy  not eca se 
t ey are a tomate  See, e.g., a riel a iro  tonomy v  Decentrali ation  mediUm ar    t s le no e me i m com
a tonomy vs ecentrali ation ce f c . 

106. What are DAOs?, eThereUm FoUnd., t s et ere m or en ao w at are aos last visite  ne   see also o is e ot  
atrick D  Da er y  DeFi an  t e D  How the Law Needs to Change to Accommodate Decentralized Autonomous Organizations, 

Foley igniTe Dec    t s foley com en insi ts lications lo is le ot e ao ow law nee s to c an e.

107. See D  em ers i  eThereUm FoUnd., t s et ere m or en ao ao mem ers i  last visite  ne  
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https://harvardtechnologyreview.com/2021/08/22/privacy-in-decentralized-finance-should-we-be-concerned/
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https://ethereum.org/en/dao/#dao-membership
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D s are of en se  to oversee t e evelo ment of DeFi rotocols  as t ey rovi e an efficient an  a ita le form 
of overnance 108 ile t e e act overnance arran ements are D s eci c an  esi ne  t ro  contin e  
e erimentation  t ese or ani ations are essential for facilitatin  t e evol tion an  row  of ecentrali e  

rotocols to accommo ate tec nolo ical im rovements or c an es in market con itions  an  to resolve otential 
is tes 109 

e evol tion of t e om o n  rotocol ill minates t ese ene ts  a nc e  y om o n  a s in  its 
fo n ers evelo e  a rotocol to facilitate ermissionless  overcollaterali e  cry to len in  t ro  t e se of 
al orit mically etermine  interest rates 110 n t e len in  si e  sers earn interest y s lyin  assets to one of t e 

rotocol s li i ity ools 111 n t e orrowin  si e  sers are a le to orrow cry to assets from t e rotocol s li i ity 
ools as lon  as t e amo nt orrowe  is wor  less t an t e val e of t e cry to asset collateral rovi e 112 As one of 

t e rst DeFi rotocols  om o n  ill strate  t e feasi ility an  eman  of a ro st len in  rotocol113 stress testin  
as emonstrate  its a ility to scale wit o t sacri cin  ser safety offere  y its overcollaterali e  mo el 114 

ile om o n  a s steere  t e rotocol s evelo ment an  f n in  in its early sta es  it e erimente  wit  
sin  comm nity overnance to make mo i cations to t e rotocol  s c  as eterminin  w at a itional cry to 

assets s o l  e acce te  as collateral 115 Event ally  om o n  a s transitione  to a rely ecentrali e  mo el 
an  istri te   tokens to t e rotocol s contri tors an  stake ol ers 116  token owners conse ently 
constit te t e om o n  D  an  can t for  ro osals to ate t e rotocol an  vote to a rove or eny 

ro osals of ot er D  mem ers 117 ince its la nc  om o n  D  mem ers ave s mit e   ro osals  an  
 ave een e ec te 118 

e le al nat re of D s is still evolvin  D s are s c  a recent enomenon t at t ere are few  if any  laws in 
ma or ris ictions aro n  t e lo e t at e ne t eir le al stat s  t some lawmakers are e innin  to e amine 
t is a 119 imilar to t e ar icles of incor oration fo n  in cor orations  a set of r les an  rinci les eterminin  

108. See et er from n reessen orowit  to  reas ry  supra note  at  e lainin  t at D  ecision makin  can f n  ro ects 
cr cial to t e evelo ment of its corres on in  rotocol  See generally Linda Xie, A Beginner’s Guide to DAOs, mirror  ar    

 t s lin a mirror y K le E v lv k t w o ela oratin  on t e vario s se cases of D s  
w ic  incl e ar  collectives  meta overnance of ot er D s  an  re iction markets  

109. See, e.g., Maker DAO, meSSAri, t s messari io asset maker ro le last visite  ay   evelo in  a money market an  
sta lecoin rotocol  see also  essari  t s messari io asset nosis ro le last visite  ly   

110. o er  es ner  Introducing Compound, the Money Market Protocol, mediUm an    t s me i m com com o n nance
intro cin com o n t e money market rotocol ac . 

111. es ner  ayes  supra note 28.

112. Id. For e am le  if a ser were to rovi e  ry to oken  wor   t ey co l  t en orrow  wor  of any ot er cry to 
asset availa le on t e rotocol  o retrieve t eir collateral  t e ser wo l  t en ay ack t e amo nt orrowe  l s t e interest rate 
al orit mically etermine  y t e rotocol  See What is Compound in 5 Minutes, crypTopediA ne   t s emini
com cry to e ia w at is com o n an ow oes it work section com o n cry to orrowin . 

113. y  t e latform a  aine  immense o larity an  a  receive  more t an  illion in total e osits  ra y Dale  
Compound Tops $1B in Crypto Loans as DeFi Farmers Keep Digging for Yield, coindeSk ly   t s coin esk com
tec com o n to s in cry to loans as e farmers kee i in for yiel . 

114. coindeSk hSien-TAng kAo eT. Al., An AnAlySiS oF The mArkeT riSk To pArTicipAnTS in The compoUnd proTocol 6-8  emonstratin  t at 
om o n  contracts co l  wit stan  a ent ase  sim lations an  stress testin  even af er scalin   at  t e c rrent orrow 

si e at t e time  

115. o er  es ner  Select the Next Compound Asset, mediUm    t s me i m com com o n nance select t e ne
com o n asset e e f . 

116. ake ervinsky  The Compound Protocol Belongs to the Community, mediUm ne   t s me i m com com o n
nance com o n comm nity owners i ee e cc . 

117. omm nications relate  to D  votes takes lace rimarily via t eir overnance for m  w ic  rovi es ack ro n  information on 
ow to vote  t for  ro osals  an  ot er ways to et involve  in t e om o n  comm nity  See generally compoUnd, t s

com y  last visite  ly   

118. comp.voTe, t s com vote  last visite  ly   listin  all t e votin  res l s of revio s ro osals  

119. For e am le  alifornia le islators ave intro ce  a ill on t e le al stat s of D s  Jason Nelson, DAOs Could Get Official Standing 
Under Proposed California Law, decrypT r    t s ecry t co aos co l et official stan in n er california
law.

https://linda.mirror.xyz/Vh8K4leCGEO06_qSGx-vS5lvgUqhqkCz9ut81WwCP2o
https://messari.io/asset/maker/profile
https://messari.io/asset/gnosis/profile
https://medium.com/compound-finance/introducing-compound-the-money-market-protocol-4b9546bac87
https://medium.com/compound-finance/introducing-compound-the-money-market-protocol-4b9546bac87
https://www.gemini.com/cryptopedia/what-is-compound-and-how-does-it-work#section-compound-crypto-borrowing
https://www.gemini.com/cryptopedia/what-is-compound-and-how-does-it-work#section-compound-crypto-borrowing
https://www.coindesk.com/tech/2020/07/13/compound-tops-1b-in-crypto-loans-as-defi-farmers-keep-digging-for-yield/
https://www.coindesk.com/tech/2020/07/13/compound-tops-1b-in-crypto-loans-as-defi-farmers-keep-digging-for-yield/
https://medium.com/compound-finance/select-the-next-compound-asset-9e5e98f26822
https://medium.com/compound-finance/select-the-next-compound-asset-9e5e98f26822
https://medium.com/compound-finance/compound-community-ownership-ee0ed1252cc3
https://medium.com/compound-finance/compound-community-ownership-ee0ed1252cc3
https://www.comp.xyz/
https://www.comp.xyz/
https://comp.vote/
https://decrypt.co/137767/daos-could-get-official-standing-under-california-law
https://decrypt.co/137767/daos-could-get-official-standing-under-california-law
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overnance str ct re an  rocesses are em e e  in t e D  w en it is esta lis e 120 t  D s e ec te 
o erations a tonomo sly t ro  t e se of smar  contracts  re cin  t e nee  for man interme iaries to 
con ct o erations 121 n t rn  t is allows t e ene ts relate  to trans arency  incl sion  an  sec rity mentione  
a ove to ositively im act comm nity overnance 122 

ncreasin ly  e  ecosystems will levera e D s  as t eir novel or ani ational str ct re allows sers an  il ers 
to own t eir contri tions to networks  intellect al ro er y  an  i ital i entities 123 is irect ar ici ation alon  
wit  self c sto y feat res mark a stark s if  from t e stat s o of e  en D s istri te overnance 
tokens to D  mem ers in a manner t at romotes rotocol ar ici ation an  se  ser stake ol ers are 
incentivi e  an  rewar e  for contri tions in a more e ita le manner t an in tra itional com anies 124 s D s  
fo n ations  an  sinesses contin e to e eriment wit  comm nity overnance an  ro ressive ecentrali ation  
t e res l s fo n  in rotocols like om o n  will contin e to re licate 125

120. eo or arc , The ABCs of DAOs: How Decentralized Autonomous Organizations are Automating the Corporation, The neTwork 
STATe ne   t s t enetworkstate com aos.

121. Id. 

122. D s s arin  similar missions may nee  to com ete for to  mem er contri tors an  are t erefore incentivi e  to e as 
trans arent as ossi le an  not en a e in e loitative rent e raction from t e ro  eca se ro osals to im rove t e rotocol 
are s are  licly to e vote  on y all network ar ici ants  t e trans arent nat re of overnance ecisions also rovi es a 
c annel for risk miti ation via lic ar ici ation  See ie  supra note 108. 

123. See et er from n reessen orowit  to  reas ry  supra note 40, at 3. 

124. Id. 

125. See  e  Introducing UNI, UniSwAp lAbS e t    t s lo niswa or ni.

https://thenetworkstate.com/daos
https://blog.uniswap.org/uni
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s mentione  a ove  DeFi activities may e similar to t ose in ra Fi  t t e risks can e f n amentally ifferent  

For e am le  t e ecentrali e  esi n of DeFi rotocols may eliminate or si ni cantly re ce tra itional nancial 
risks  s c  as co nter ar y  cre it  an  c sto ial risks  w ile intro cin  ot er kin s of risks  Key DeFi risks are of en 
o erational  relatin  to flaws in t e esi n  overnance  or interconnections in t e ecentrali e  system

is section riefly s rveys some of t e si ni cant risks resent in DeFi  First  illicit actors may se DeFi rotocols 
to con ct money la n erin  o erations  econ  t e concentration of control in some cases of D  overnance 
may facilitate nilateral ecision makin  to t e etriment of t e ma ority of token ol ers  ir  layers of t e 
tec nolo y stack  s c  as t e rotocol or t e n erlyin  lockc ain  may not f nction as inten e  or e co o te  
for malicio s r oses  Finally  reater interconnecte ness etween ra Fi an  DeFi may intro ce s illover risks 
from one nancial system to anot er  ote t at many of t ese mentione  risks stem from centrali ation riven 
v lnera ilities  

DeFi relate  tec nolo y sol tions are emer in  t at can el  miti ate some of t ese iss es  ese sol tions 
el  a ress t ese risks y ens rin  or reinforcin  t e ecentrali e  nat re of t e DeFi system  For e am le  as 

ar ic late  elow  newly esi ne  votin  mec anics like a ratic votin  aim to a ress D  overnance iss es 
isc sse  elow  y re cin  concentration in overnance 126 

oreover  w ile lic oo  rotocols may not eliminate t ese risks al o et er  t e in erent alities of lic 
oo  rotocols can el  a ress t em an  may even make some risks com aratively less risky t an t eir ra Fi 

co nter ar s  lic oo  rotocols o not miti ate risk entirely  t we ar e t ey are a material im rovement of 
t e stat s o  

astly  we reco ni e t at w ile DeFi native tec nolo ical im rovements an  t e se of lic oo  rotocols can 
re ce t e risk for sers si ni cantly  re lators may still n  t at t ere is nacce ta le risk remainin  Followin  
t e DeFi rotocol isks section elow  we ro ose a re latory a roac  t at follows t e ate  rinci le of 
Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome  is re latory a roac  tar ets 
DeFi a lications an  sinesses  not t e n erlyin  lic oo  rotocols  

126. See isc ssion supra ene ts of DeFi  ar ici atory take ol er overnance  isc ssion infra Flawe  D  overnance  olvin  t e 
D  Dilemma
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rotocols can ave several risk factors t at stem from t eir esi n  ata t ey rely on i e  oracles127  t e 
lockc ain on w ic  t ey were il  an  t eir overnance  ese risks enerally fall into ve main cate ories

ÂééÂ¤ÂĐ�Ńð�ð¤®ǥ�C=�ąÂĉçĉǤ128
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ome of t e risks t at fall into t ese cate ories ave analo s in ra Fi  s c  as cre it  market an  li i ity risks  For 
e am le  rin  times of e reme rice volatility t at tri er li i ation of len ers  ositions  DeFi len in  rotocols 
may not ave t e s fficient reserves necessary to ret rn assets to len ers  

owever  tec nical evelo ments  alon si e t e ene ts in erent in t e feat res of lic oo  rotocol  are 
a ressin  t ese c allen es 130 For e am le  t e len in  rotocol ave is ermissionless  meanin  anyone can 

se it to orrow i ital assets re ar less of t eir cre it stat s or i entity ro le  o ens re t at len ers are ai  
ack  t e ave rotocol re ires orrowers to rovi e collateral in i ital assets wit  val e reater t an t e amo nt 

of i ital assets orrowe 131 is overcollaterali ation re irement minimi es t e cre it risk e os re for len ers  
oreover  t e ave rotocol tili es a tonomo s smar  contracts t at a tomatically li i ate orrowers  ositions 

w en t ey fail to maintain t eir collateral ratios rin  ne ative rice swin s 132 ese a tomatic li i ation 
mec anisms co l  resent a risk of am lifyin  volatility in t e event of wi es rea  li i ations  owever  en ance  

rotocol reserves  conservative collaterali ation ratios  ins rance ools of en referre  to as safety mo les  
an  ot er meas res can miti ate m c  of t is risk  itionally  systemic im acts will likely e re ce  in a more 
mat re cry to asset ecosystem w ere reater asset iversity can rovi e a more iversi e  collateral ool t at can 

el  re ce rice volatility an  correlations across t ese assets

owever  many of t e risk cate ories contain o erational risks wit o t analo s in t e tra itional nancial system  
ey are s ally relate  to t e rotocol s esi n  tec nolo ies se  an  overnance arran ements t at o not 

ens re ecentrali ation  For instance  some DeFi rotocols offer so calle  flas  loans  Flas  loans are ty ically 
re ai  in t e same lockc ain transaction  so t ere is minimal li i ity an  cre it risk  t t ey o ive otential 

ackers or mani lators access to nlimite  levera e  w ic  t ey can se for a  at ack 133

127. lockc ain oracles are t ir ar y services t at connect lockc ains to e ernal systems for information  s c  as off c ain rices  
tem erat re  or ot er real worl  in ts. See What is the Blockchain Oracle Problem?, chAinlink ay   t s c ain link
e cation oracle ro lem. 

128.  will e iss in  a a er on DeFi an  llicit Finance  re lation later t is year

129. ar er  en  supra note  at  

130. E am les of rivate sector sol tions to t e relia ility of oracle information incl e ecentrali e  oracle networks  w ic  ai  in 
reventin  oracle at acks  See, e.g., What is the Blockchain Oracle Problem?, supra note 127. 

131. o er o e si ro  Aave: The Basics, globAlx ar    t s lo al etfs com aave t e asics .

132. Risk Parameters, AAve ast visite  ay   t s ocs aave com risk asset risk risk arameters.

133. See ar er  en  supra note 26 at 16. 

1

2

3

4

5

https://chain.link/education-hub/oracle-problem
https://chain.link/education-hub/oracle-problem
https://www.globalxetfs.com/aave-the-basics/
https://docs.aave.com/risk/asset-risk/risk-parameters
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ccor in  to t e  De ar ment of t e reas ry s llicit Finance isk ssessment of Decentrali e  Finance  illicit 
actors  incl in  ransomware cy ercriminals  t ieves  scammers  an  Democratic eo le s e lic of Korea 
D K  cy er actors  ave een fo n  to se DeFi services for r oses of money la n erin  an  transferrin  illicit 
rocee s 134 DeFi s se y illicit actors is a le itimate t reat t at nee s to e a resse  an  miti ate  

verall  lockc ain analysis as assesse  t at in  a very small ercenta e of cry to asset transactions  
incl in  ot  eFi an  DeFi activity  came from known illicit so rces 135 nterestin ly  t e ma ority of f n s 
leavin  ransomware wallets136 en   at centrali e  e c an es 137 res ma ly to cas  o t to at  wit  only a small 

ro or ion oin  to DeFi 138 is emonstrates t at t e iss e may lar ely lie wit  ins fficient centrali e  e c an e 
s ervision an  com liance  rat er t an wit  DeFi  n eneral  t e visi ility of cry to asset transactions allows t e 

lic to track on c ain activity  el in  nancial a t orities to investi ate la n erers an  otentially recover illicit 
rocee s 139 onet eless  increase  monitorin  contin e  rivate sector innovations incl in  tools to en ance 

centrali e  e c an e s ervision an  com liance  an  in stry colla oration wit  t e lic sector are necessary 
to a vance t e effor s to eter illicit activity  is is far from a com re ensive isc ssion of illicit nance re latory 
c allen es wit  DeFi  an   lans to release a more etaile  a er to isc ss t e illicit nance an   risks in 
DeFi an  to isc ss otential re latory a roac es

Uą÷Đ÷¤÷é�YÂĉçǙ�#é�ī®ª�Ăą÷Đ÷¤÷é�º÷Ī®ąð�ð¤®

 commonly isc sse  iss e wit  rotocol overnance is t e lack of istri tion in overall overnance ar ici ation  
w et er t ro  a D  or ot er arran ement  D s ave ecome an im or ant mec anism for many rotocols  

ome D  mem ers ten  to e more active in votin  on D  overnance ro osals t an ot ers a common 
ro lem wit  many votin  systems in eneral incl in   elections  is concentration of votin  ar ici ation 

in a smaller ro  of token ol ers co l  lea  to rotocol overnance ein  concentrate  in t e an s of a few 
ar ies  n t rn  t ese few ar ies co l  at em t to ene t at t e e ense of ot er D  mem ers 140 

134. llicit Finance Risk Assessment of Decentralized Finance, U.S. dep’T oF The TreASUry AT 1 r   t s ome treas ry ov system
files DeFi isk F ll eview f.

135. See The 2023 Crypto Crime Report, chAinAlySiS AT 7  t s o c ainalysis com rs F ima es ry to rime
e or f  llicit activity in cry toc rrency remains a small s are of total vol me at less t an  See also ry to rime 
ren s for  llicit ransaction ctivity eac es ll ime i  in al e  ll ime ow in are of ll ry toc rrency ctivity  

chAinAlySiS an   

136. ansomware is a ty e of malicio s sof ware t at locks access to a ser s com ter system or t reatens to leak sensitive or 
ersonal ata  e oal of most ransomware at acks is to e or  a ransom ayment in e c an e for restorin  access to sensitive 

encry te  ata  ansomware as ecome a owerf l tool for a  actors tar etin  sers t at co l  otentially lose t eir all
im or ant ata  See generally Cryptopedia: Ransomware, gemini, t s emini com cry to e ia lossary ransomware last 
visite  ne  

137. eFi E c an es ave monitorin  tools in lace for t is t at track f n s comin  from an  oin  to known illicit wallet a resses  le 
s  an  work closely wit  law enforcement if s oenae  to t rn over c stomer ata in t e co rse of illicit nance investi ations  

See, e.g., Paul Grewal, Transparency Report 2022, coinbASe Dec    t s coin ase com lo trans arency re or  ome 
Decentrali e  E c an es like niswa  also se t ese monitorin  tools an  re or  s s icion of illicit sa e to law enforcement  See 
e.g., erms of ervice   itional i ts  niswa  t s niswa or terms of service last visite  ne   lison imene  

 ry toc rrency E c an e s icio s ctivity e or s  Sec. AnAlyTicS Fe    t s sec ritiesanaly ics com cry toc rrency
e c an es s s icio s activity re or s  ry to nci ent es onse  chAinAlySiS, t s c ainalysis com cry to inci ent res onse  last 
visite  ne   

138. e  ry to rime e or  supra note  at  notin  t at  of ransomware f n s went to mainstream eFi e c an es 
in 

139. See e.g., id. at  notin  sei res ma e y overnments ena le  to track own f n s sin  lockc ain   illion from two 
in ivi als acc se  of la n erin  f n s stolen from a  ack  an a itional  illion sei e  from ef nct ark we  market ilk 

oa  an   from or  Korean ackin  syn icate a ar s ro  

140. See, e.g., The Financial Stability Risks of Decentralized Finance, supra note  at  s owin  feat res of ar ic lar DeFi overnance 
tokens an  t e i  concentrations of t ose tokens amon  t e to   lar est wallets

https://home.treasury.gov/system/files/136/DeFi-Risk-Full-Review.pdf
https://home.treasury.gov/system/files/136/DeFi-Risk-Full-Review.pdf
https://go.chainalysis.com/rs/503-FAP-074/images/Crypto_Crime_Report_2023.pdf
https://go.chainalysis.com/rs/503-FAP-074/images/Crypto_Crime_Report_2023.pdf
https://www.gemini.com/cryptopedia/glossary#ransomware
https://www.coinbase.com/blog/transparency-report-2022
https://uniswap.org/terms-of-service
https://securitiesanalytics.com/2021-cryptocurrency-exchanges-suspicious-activity-reports/
https://securitiesanalytics.com/2021-cryptocurrency-exchanges-suspicious-activity-reports/
https://www.chainalysis.com/crypto-incident-response/
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D s are a new constr ct an  contin e to evolve an  evelo  more n ance  an  so isticate  mo els t at 
can miti ate t is concentration risk w ic  is  in itself  a risk of centrali ation  D s s o l  e incentivi e  to 

ro ressively ecentrali e  t is also in a D s interest to enco ra e reater ser ar ici ation to increase se 
of t e rotocol  n t rn  sers  y ol in  overnance tokens  ene t as owner ar ici ants of t e rotocol  For 
instance  D s may se token rewar s to incentivi e ar ici ants to se or contri te to t e rotocol  is s are  
owners i  mo el can enerate ositive network effects for t e sa e an  tility of t e rotocol  w ic  in t rn 
at racts more ar ici ant en a ement 141 t a minim m  t e incentives for D s are s c  t at ecisions are likely to 

e ma e in a less concentrate  manner t an tra itional cor orations  

F r ermore  ro ressive ecentrali ation of a rotocol a rocess in w ic  fo n in  teams relin is  control of a 
rotocol to t e comm nity y e rees over time is ecomin  more common as fo n in  teams are evelo in  et er 
ractices  For e am le  w en a fo n in  team is in t e early sta es of esta lis in  ro ct market t  t e team may 
n  o eratin  as a centrali e  entity ene cial 142 owever  t e team may s se ently invite comm nity ar ici ation in 
ro ct evelo ment t ro  t e esta lis ment of a D  w en t e rotocol enters t e row  sta e  etwork effects 

may ra ally reac  a oint w ere t e comm nity t ro  t e D  can s fficiently s or  an  overn t e rotocol 
wit o t t e fo n in  team  t t at oint  t e rotocol an  its overnin  D  may t en e consi ere  s fficiently 

ecentrali e 143 is o tcome also reflects t e ser em owerment an  owners i  s arin  mo el of e 144 

n a ition to novel e erimentation wit  ro ressive ecentrali ation y evelo er teams  tec nolo ical researc  
an  a vances are el in  to enco ra e more active ser ar ici ation  re ce information asymmetries  an  

romote re resentative overnance  For e am le  a ratic votin  aims to even o t t e istri tion of votin  ower 
y scalin   t e n m er of tokens re ire  to cast an a itional vote a ratically rat er t an linearly  is esi n 
el s to re ce concentration risks w en active votin  mem ers make  a smaller or ion of t e total n m er of 

D  mem ers 145 itional tools an  innovations for re cin  concentrations of ower an  infl ence rin  t e 
votin  rocess incl e roof of erson oo 146 e  of r st 147 an  roof of ar ici ation 148 

ile D s ave een aro n  for st over ve years  est ractices ave e n to emer e  ese incl e 
constrainin  ecision makin  to arameter set in  i e  fees  collaterali ation ratios  treas ry mana ement  an  

rotocol overnance 149 o lon  as sers retain c sto y of t eir assets  a ar ic lar D s c aracteristics  s c  as 
its e ree of centrali ation or ow lon  it takes for a c an e to e a rove  will not e a le to inflict si ni cant 

arm to a rotocol s sers or affect t e safety of t e rotocol  ikewise  eca se D s o not irectly c sto y ser 
assets  malicio s actors sim ly cannot access sers  f n s in t e event of a overnance at ack  n t e ot er an  
 
 
 

141. See id  at  eoretically  a tr ly istri te  ecision makin  rocess contri tes to reater ecentralisation  ecomin  more 
ynamic an  res onsive to its comm nity an  stake ol ers  

142. a  Es er  cot  D ke Kominers  Progressive Decentralization: A High-Level Framework, A16z crypTo an    t s
a cry to com osts ar icle ro ressive ecentrali ation a i level framework .

143. See generally iles ennin s  Principles & Models of Web3 Decentralization, A16z crypTo AT 13-24 r    t s a com w
content loa s rinci les an mo els of ecentrali ation miles ennin s a cry to f ar ic latin  vario s mo els of 

ro ressive ecentrali ation t ro  t e se of incentives an  comm nity overnance  

144. See a  Es er  cot  D ke Kominers  y il  in e  hArvArd bUS. rev  ay   t s ror w y il in
we  e lainin  t e sense of syc olo ical owners i  fostere  y e  w erein sers ecome fans  of a latform  seein  it as an 
e ension of t eir own val es

145.  sim le form of a ratic votin  may re ire only one token for a sin le vote  t fo r tokens for a secon  vote an  nine tokens for 
a t ir  vote  makin  it si ni cantly more iffic l  for in ivi als to ac ire an o tsi e  s are of votes t ro  amassin  overnance 
tokens  See italik terin  o  it i   E  len eyl  Liberal Radicalism: A Flexible Design for Matching Funds, Soc. Sci. rSch. cTr., 
1-17 e t    e lainin  a ratic votin

146. See generally Divya i ar  et  al  o atc es t e atc men  A Review of Subjective Approaches for Sybil-resistance in Proof 
of Personhood Protocols, cornell Arxiv at  ct    rovi in  a review of t e vario s i ital so rces of a t entication  

147. Id. at 

148. Id. See also Moving Beyond Coin Voting Governance, viTAlik bUTerin    t s vitalik ca eneral votin tml.

149. ennin s  inten  supra note 36. 

https://a16zcrypto.com/posts/article/progressive-decentralization-a-high-level-framework/
https://a16zcrypto.com/posts/article/progressive-decentralization-a-high-level-framework/
https://a16z.com/wp-content/uploads/2022/04/principles-and-models-of-decentralization_miles-jennings_a16zcrypto.pdf
https://a16z.com/wp-content/uploads/2022/04/principles-and-models-of-decentralization_miles-jennings_a16zcrypto.pdf
https://a16z.com/wp-content/uploads/2022/04/principles-and-models-of-decentralization_miles-jennings_a16zcrypto.pdf
https://hbr.org/2022/05/why-build-in-web3
https://hbr.org/2022/05/why-build-in-web3
https://vitalik.ca/general/2021/08/16/voting3.html
https://vitalik.ca/general/2021/08/16/voting3.html
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sers w o isa ree wit  t e ecisions vote  on at a D  may e ress t eir issatisfaction y wit rawin  f n s 
from t e rotocol or creatin  a newer version of t e rotocol i e  forkin 150 

ecent enforcement actions a ainst D s ave emonstrate  t at w ile t ese str ct res resent novel forms of 
stake ol er overnance  mem ers are not necessarily s iel e  from lia ility in t e same manner as in tra itional 
cor orations 151 D e to t is limitation  D  mem ers t at en a e in lawf l activity may fear en a in  in meanin f l 

overnance ecisions  as t ere may e seemin ly nknown risks  e se of le al str ct res as alrea y ai e  
in resolvin  some ncer ainty amon  D  mem ers  an  we are enco ra e  y  an  r e f r er le islative 

evelo ments reco ni in  D s as le al entities 152 

Solving the DAO Dilemma 

ile e  rotocols like  an  e  rotocols are ot  a tonomo s  only t e lat er can accr e val e  
For e am le  t e  rotocol oes not ave stake ol ers  meanin  no one receives fees or ot er forms 
of val e from  w en emails are sent  an  no one is incentivi e  to enco ra e se of  n contrast  

e  rotocols may ave mec anisms for val e accr al  an  t is val e is of en transferre  to t e D s to 
facilitate ra es or c an es to t e rotocol 153 

owever  t ir  ar y a s t at o not com ly wit  a e late sinesses  ot lic oo  rotocols  
re latory framework as escri e  in t e olicy ecommen ations section  can still access lic oo  

rotocols an  t erefore  create resi al risk  amely  as D s of lic oo  rotocols can enerate 
reven e from transactions erive  from non com liant a s  t ey may e incentivi e  to facilitate non
com liant activity wit  non com liant t ir ar y a s  e estion t en ecomes  ow s o l  t is 
resi al risk e minimi e

e lation s o l  re ire lic oo  rotocols to ave t e f n amental feat res as o tline  in rior 
sections  ecentrali e  a tonomo s  o en so rce  stan ar i e  an  non iscriminatory  owever  
re lation of a siness cannot e effective in ac ievin  its olicy o ectives wit o t ro er incentives for 
com liance  onse ently  any e  re latory framework m st resolve t is D  Dilemma  y miti atin  
t is resi al risk of D s ermit in  non com liant  t ir ar y a s to se lic oo  rotocols  

e ro ose a sol tion t at raws on smar  contract arc itect re rst resente  y n reessen orowit  
e note t at t e followin  Defa l  al e ccr al D  arc itect re a i es y t e rinci le of ame ctivity  

Different isk  Different e lation t ame e latory tcome 154 an  tar ets D s an  not rotocols as 
t e relevant sites of re lation

For ro t D s  w ic  receive fees from a lications accessin  a rotocol  s o l  ens re t at eac  a  
accessin  t e rotocol is oin  so via se arate ateway smar  contracts t at se re ate transactions 
accor in  to eac  res ective a  siness  Eac  transaction erforme  via t ese a s eci c smar  
contracts s o l  e a t enticate  y t e a s rivate key  

150. is is commonly referre  to as ra e it in  amon  cry to sers  See, e.g., Danny elson  K nvestors im to a e it  
ro  lan to i i ate  ry to reas ry  oinDesk r    t s coin esk com siness rook

investors aim to ra e it t ro lan to li i ate m cry to treas ry .

151. See F  v  oki D  o      Dec   

152. See, e.g., yo  tat    to  est    t  e is  e   o aito  er io Elias ilson  Decentralized 
Autonomous Organization under Japanese Law, So & SATo innovATive lAwyerS ov     t s innovationlaw en ao

n er a anese law  rovi in  t e le al ack ro n  of a an s c rrent re lation re ime relate  to D s  aras ar n  Swiss 
Foundation as a DAO Legal Wrapper: What You Need to Know, legAlnodeS    t s le alno es com ar icle swiss
fo n ation ao le al wra er e lainin  t e le al stat s of D s in wit erlan

153. See isc ssion supra ar  ene ts of DeFi  ar ici atory take ol er overnance

154. See isc ssion infra section ame ctivity  Different isks  Different e lation  ame e latory tcome  ame ctivity  
ame isk  ame e lation  

https://www.coindesk.com/business/2023/04/11/rook-investors-aim-to-rage-quit-through-plan-to-liquidate-25m-crypto-treasury/
https://www.coindesk.com/business/2023/04/11/rook-investors-aim-to-rage-quit-through-plan-to-liquidate-25m-crypto-treasury/
https://innovationlaw.jp/en/dao-under-japanese-law/
https://innovationlaw.jp/en/dao-under-japanese-law/
https://legalnodes.com/article/swiss-foundation-dao-legal-wrapper
https://legalnodes.com/article/swiss-foundation-dao-legal-wrapper
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Solving the DAO Dilemma  ontin e

is efa l  a ase  se re ation of transactions wo l  allow for ris ictional variations in re lation  
For instance  y ot etical siness level re lation may re ire D s to transmit t e fees accr e  from 
an a  tra in  nre istere  sec rities in t e  to a lic service or ani ation  s c  as o r ro ose  
n e en ent er i cation e ime r ani ation  see ection  or a overnment a ency  is 
transfer arran ement of fees erive  from non com liant activities co l  e ac ieve  t ro  a itional 
smar  contracts t at a tomatically iver  f n s associate  wit  t e a ress of a non com liant a

 D  mec anism co l  eliminate t e incentive for D s to enco ra e non com liant activities on t e 
rotocol y si onin  off f n s efore reac in  t e D  is conse ently re ces t e niverse of non

com liant a s an  allows re lators to tar et t em wit o t eo ar i in  t e cre i le ne trality of t e 
n erlyin  rotocol infrastr ct re  

is D  mec anism sol tion ali ns wit  t e ecentrali e  o en so rce  a tonomo s  stan ar i e  an  
non iscriminatory c aracteristics of lic oo  rotocols 155 t ens res t e cre i le ne trality of t e 

rotocol y neit er motivatin  nor annin  non com liant a s from connectin  to t e rotocol  Doin  
eit er of t ose t in s wo l  t reaten t e ermissionless nat re of lic oo  rotocols y intro cin  

iscriminatory e avior  

oreover  a re latory re ime co l  create incentives for D s to im lement t is tec nical arc itect re  
For e am le  if in ivi al  i enti a le mem ers in a D  are eli erately enco ra in  sinesses to se 
t e rotocol for non com liant activities  t e relevant re latory a ency s o l  ave t e a ility to enforce 
a ainst or enali e t ese a  actors 156 f D s were s ect to e  ante re lation  t ere wo l  e stron  
incentives to im lement s c  com liance meas res in t eir arc itect re at ince tion

t is cr cial  owever  to note t at t e novel y an  otential com le ity of eterminin  w en an  ow 
in ivi al D  mem ers are s ect to lia ility  For a fair an  accessi le e  f n amental le al rinci les 
t at rotect in ivi al ri ts  ens re a versarial testin  an  im rove t e ros ect of an enforcea le 

ment are all nee e 157 ra in  a D  in a le al entity str ct re or siloin  t e nancial activities 
of t e D  in a se arate le al entity str ct re may el  limit t e risks to in ivi al D  mem ers w ile 
enco ra in  a safe an  com liant DeFi ecosystem 158 

astly  as we ar ic late f r er in t e olicy ecommen ations section  relevant re lators co l  create ot er 
motivatin  forces for D s to im lement D  mec anisms  For e am le  we ro ose a safe ar or re ime 
t at rovi es a means for centrali e  sinesses to ro ressively ecentrali e t eir centrally mana e  

rotocols into lic oo  rotocols  s or t e relevant re latory o y co l  make t is safe ar or 
treatment contin ent on t e D  avin  a D  mec anism in t e D s smar  contract arc itect re 159 

155. ennin s  inten  supra note 36.  

156. Cf. Id. n erscorin  t e im or ance of maintainin  t e a ility to rs e le al action a ainst in ivi als w o er etrate crimes via 
email wit o t annin  t e se of  al o et er  

157. See rief for oki D  as mic s riae e ar in  laintiff s otion for l ernative ervice  F  v  Ooki DAO  D  al   o  
cv  at  n

158. See iles ennin s  Regulate Web3 Apps, Not Protocols Part III: The Web3 DAO Dilemma, A16z crypTo an    t s a cry to
com osts ar icle re late we a s not rotocols ar iii t e we ao ilemma section  

159. See isc ssion infra n e en ent er i cation e ime r ani ation or  a self re latin  entity

https://a16zcrypto.com/posts/article/regulate-web3-apps-not-protocols-part-iii-the-web3-dao-dilemma/#section
https://a16zcrypto.com/posts/article/regulate-web3-apps-not-protocols-part-iii-the-web3-dao-dilemma/#section
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y ersec rity risk miti ation m st e fol e  into t e fa ric of all levels of t e DeFi tec nolo y stack  ile isc ssion 
of DeFi cy ersec rity risks ty ically foc ses on t e resiliency of t e n erlyin  lockc ain  cy ercriminals are more 
likely to e loit smar  contract v lnera ilities of t e DeFi rotocol 160 e Fe eral rea  of nvesti ation F  as 
note  t at ackers tar et t e com le ity of cross c ain f nctionality an  o en so rce nat re  of DeFi services 161 n 

 st over  of cry to assets stolen y cy ercriminals came from acks of DeFi rotocols 162 t interestin ly  
as m c  as  of t ese rotocol acks were acks of cross c ain ri e rotocols  not rotocols il  on to  
of ase layer lockc ains 163 ese res s ow t at cross c ain ri es are a si ni cant v lnera ility to t e DeFi 
system  an  many of t ese ri es are controlle  y a sin le or small ro  of ar ies  

e F  i li te  t ree ty olo ies y criminals e loitin  smar  contracts in DeFi cy erat acks   initiatin  a flas  
loan to e loit a smar  contract v lnera ility  allowin  t e at acker to rain f n s wit in t e o n s of t e contract  

 e loitin  token ri e si nat re re irements to steal investment f n s  an   takin  a vanta e of a latform s 
reliance on a sin le oracle y con ctin  levera e  tra in  to mani late ricin  an  e loit ricin  errors 164 

A Code auditing and bounty programs

oro  a itin  of smar  contracts acts as a critical line of efense an  is t e rime met o  for reventin  DeFi 
cy ersec rity at acks 165  cot a e in stry of smar  contract a itors ave emer e  an  t ese com anies tili e 
e erience  evelo ers  a tomate  systems  an  sim lations to review smar  contract co e for lo ical an  tec nical 
flaws  t reat mo els  iver ences from w ite a ers  an  ot er e ciencies t at can ca se ro rams to o erate in 
ways ot er t an inten e 166 itionally  evelo ers will of en aim to im rove smar  contracts  sec rity t ro  t e 

se of o nty ro rams  w erein comm nity mem ers are rewar e  for i entifyin  smar  contract e ciencies 167 

B Specific oracle risks

DeFi rotocols of en rely on ata oracles  w ic  are tec nical systems t at ena le t e inte ration of off c ain 
ata 168 owever  t e otential inacc racy of ata fee s from oracles may create v lnera ilities for DeFi rotocols  

es ecially t ose t at rely on s c  ata to e ec te f nctions instantaneo sly  lnera ilities ran e from t e otential 

160.  recent e loit of rve y ackin  ools relate  to rve allowe  ackers to steal a ro imately  million  is ack e loite  
s in t e com iler t at se  y er  a ro rammin  lan a e se  to write smar  contracts  is is a ro lem wit  any smar  

contract t at ses t e y er com iler  wa , Curve Exploit Explaine  mediUm    t s me i m com onetwoswa c rve
e loit e laine a e te lo al ro lem e in rve e loit fell y more t an

.

161. Public Service Announcement: Cyber Criminals Increasingly Exploit Vulnerabilities in Decentralized Finance Platforms to Obtain 
Cryptocurrency, Causing Investors to Lose Money, Fed. bUreAU oF inveSTigATion    t s ic ov e ia

 last visite  ne   

162. 2022 Biggest Year Ever For Crypto Hacking with $3.8 Billion Stolen, Primarily from DeFi Protocols and by North Korea-linked 
Attackers, chAinAlySiS Fe    t s lo c ainalysis com re or s i est year ever for cry to ackin .

163. See Vulnerabilities in Cross-chain Bridge Protocols Emerge as Top Security Risk, chAinAlySiS    t s lo c ainalysis
com re or s cross c ain ri e acks .

164. See Fe  rea  of nvesti ation  supra note 161.

165. See Smart Contract Audits Are Your First Line of Defense Against DeFi Exploits: Here’s Why, hAckernoon Dec    t s
ackernoon com smar contract a its are yo r rst line of efense a ainst e e loits eres w y  see also Fe  rea  of 

nvesti ation  supra note  rovi in  a recommen ation from t e F  for DeFi investment latforms to con ct co e a its

166. See, e.g., SolidiTy FinAnce, t s soli ity nance  last visite  ne   openzeppelin, t s o en e elin com  last visite  
ne  

167. See Daniel Perez & Benjamin Livshits, Smart Contract Vulnerabilities: Does Anyone Care?, cornell Arxiv at  Fe   t s
all antor at lockc ain i f ere smar f.

168. See, e.g., Applications of Oracles in Smart Contracts, eThereUm FoUnd., t s et ere m or en evelo ers ocs oracles a lications
of oracles in smar contracts last visite  ne   escri in  t e ost of e istin  cases emonstratin  t e tility of oracles 
in smar  contract evelo ment  incl in  retrievin  nancial ata  eneratin  veri a le ran omness  creatin  re iction markets 

ase  on real worl  events  an  a tomatin  smar  contracts  
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https://medium.com/@onetwoswap/curve-exploit-explained-72555ab405e9#:~:text=4-,Global%20problem%20behind%20Curve%20exploit,fell%20by%20more%20than%2020%25
https://www.ic3.gov/Media/Y2022/PSA220829
https://www.ic3.gov/Media/Y2022/PSA220829
https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking/
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://hackernoon.com/smart-contract-audits-are-your-first-line-of-defense-against-defi-exploits-heres-why
https://hackernoon.com/smart-contract-audits-are-your-first-line-of-defense-against-defi-exploits-heres-why
https://solidity.finance/
https://www.openzeppelin.com/%20
https://allquantor.at/blockchainbib/pdf/perez2019smart.pdf
https://allquantor.at/blockchainbib/pdf/perez2019smart.pdf
https://ethereum.org/en/developers/docs/oracles/#applications-of-oracles-in-smart-contracts
https://ethereum.org/en/developers/docs/oracles/#applications-of-oracles-in-smart-contracts
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mani lation of ata y centrali e  oracles169 to t ose associate  wit  ar ies seekin  to ro t an  e loit DeFi 
rotocols t at e en  on ar ic lar ata fee s 170 en a DeFi rotocol relies on e recate  mani late  

malicio s  or ot erwise inacc rate ata  t e res l in  ama e can e si ni cant 171

o miti ate t e risk of oracle mani lation an  at en ate t e otential for oracle ase  smar  contract e loits  it 
is a vise  t at DeFi rotocols incor orate a met o olo y t at levera es ecentrali e  oracles172 an  arnesses 
me ian val es erive  from m l i le in e en ent so rces or em loys time wei te  avera e rice fee s from 
varie  ata in ts 173 l o  com letely era icatin  oracle risk resents a consi era le c allen e  t ese 
met o olo ies rovi e ro st an  ra matic sol tions for risk miti ation in DeFi rotocols

C Cross-chain interoperability risks and bridging risks

ntero era ility across lockc ains is ty ically rovi e  y ri es  w ic  ol  a cry to asset token from one 
lockc ain an  rovi e a re resentation of it i e  wra e  token  to e se  in a secon  lockc ain 174 ri es are 

an im or ant com onent of t e DeFi ecosystem eca se t ey allow evelo ers to create ecentrali e  a lications 
t at interact wit  an  tili e t e istinctive feat res of m l i le ifferent lockc ains  l imately rovi in  DeFi sers 
wit  more feat res an  a smoot er e erience 175 owever  as a relatively new innovation  cross c ain ri es ave 

een t e tar ets of some of t e lar est cry to asset acks in recent istory 176 D e to t e i  concentration of locke  
assets  ri es ave ecome a common tar et for cry to asset t ef  an  acks  n a ition to t e loss of ser assets  
cy ersec rity risks in ri es are ro lematic eca se of conta ion effects t at im act t e assets across m l i le 

lockc ains 177 ile ri in  risks remain an im or ant to ic in DeFi cy ersec rity risks  some sol tions ro ose  
incl e increasin  co e a itin  efore t e la nc  an  rin  t e o eration of t e ri e  increasin  t e n m er of 
vali ators  an  im lementin  a  o nty ro ram to revent f t re at acks 178

D Other means to address these cybersecurity risks

n a ition to t e sol tions ar ic late  a ove  we rovi e a few ot er means to miti ate cy ersec rity risks  
First  overnment a encies s o l  s or  t e formation of lic rivate information s arin  an  analysis 
centers s 179 analy in  ow stan ar s relate  to tra itional nance an  cy ersec rity risk mana ement 
can e inter olate  into DeFi 180 rrently  t ere is an effor  amon  cry to asset an  cy ersec rity e er s to 
create a cry to asset  w ere t e in stry can coor inate res onses to cry to acks an  esta lis  in stry 

169. Centralized Oracles, eThereUm FoUnd., t s et ere m or en evelo ers ocs oracles centrali e oracles last visite  ne  
 isc ssin  t e ty es of oracles an  t e iss es associate  wit  centrali e  oracles  Oracle Manipulation Attacks, SmArT 

conTrAcT SecUriTy Field gUide, t s scsf io ackers oracle mani lation  last visite  e t   

170. mar  ontract ec rity Fiel  i e  supra note 169. 

171. Id. 

172. See ar n itra  illermo n eris  Improved Price Oracles: Constant Function Market Makers ne   at  isc ssin  
t e sec rity ene ts of ecentrali e  oracles  See also mar  ontract ec rity Fiel  i e  supra note 169.

173. mar  ontract ec rity Fiel  i e  supra note 169. 

174. See Fin  ta ility  supra note 140.

175. Cross-Chain Bridges and Associated Risks, chAinlink, t s ocs c ain link reso rces ri e risks ast visite  ne  

176. See, e.g., Vulnerabilities in Cross-chain Bridge Protocols Emerge as Top Security Risk, chAinAlySiS    t s lo
c ainalysis com re or s cross c ain ri e acks  ar in K elmann  Bridge Exploits Cost $2B in 2022, Here’s How They 
Could Have Been Averted, coindeSk ne   t s coin esk com consens s ma a ine ri e e loits
cost in eres ow t ey co l ave een aver e .

177. See Fin  ta ility  supra note 140. 

178. See o y oran  Blockchain Bridges Keep Getting Attacked: Here’s How to Prevent It., coindeSk ct    t s
coin esk com layer lockc ain ri es kee et in at acke eres ow to revent it .

179. n nformation arin  an  nalysis enter  is a non ro t entity  w ic  acc m lates ata on cy er relate  t reats to critical 
infrastr ct re an  facilitates information e c an e etween t e rivate sector an  overnmental a encies  See, e.g., F  

t s fsisac com  last visite  ly  

180. See ry to o ncil for nnovation  omment et er on t e ffice of cience  ec nolo y olicy s e est for nformation 
re ar in  Di ital ssets esearc  an  Develo ment ne   t s cry toforinnovation or w content loa s

F omment et er arc f.

https://ethereum.org/en/developers/docs/oracles/#centralized-oracles
https://scsfg.io/hackers/oracle-manipulation/
https://docs.chain.link/resources/bridge-risks
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://blog.chainalysis.com/reports/cross-chain-bridge-hacks-2022/
https://www.coindesk.com/consensus-magazine/2023/06/02/bridge-exploits-cost-2b-in-2022-heres-how-they-could-have-been-averted/
https://www.coindesk.com/consensus-magazine/2023/06/02/bridge-exploits-cost-2b-in-2022-heres-how-they-could-have-been-averted/
https://www.coindesk.com/layer2/2022/10/14/blockchain-bridges-keep-getting-attacked-heres-how-to-prevent-it/
https://www.coindesk.com/layer2/2022/10/14/blockchain-bridges-keep-getting-attacked-heres-how-to-prevent-it/
https://www.fsisac.com/
https://www.fsisac.com/
https://cryptoforinnovation.org/wp-content/uploads/2023/03/OSTP-RFI-CCI-Comment-Letter-March-2023.pdf
https://cryptoforinnovation.org/wp-content/uploads/2023/03/OSTP-RFI-CCI-Comment-Letter-March-2023.pdf
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cy ersec rity stan ar s an  est ractices 181 n stry mem ers ave also evelo e  online latforms w ere 
in ivi als an  rms can re or  illicit activity  incl in  acks 182 

oreover  similar to ow t e lic om any cco ntin  versi t oar   creates an  enforces stan ar s 
for a itors of lic com anies  t e evelo ment of in stry cons l e  co e a itin  stan ar s wo l  assist in 

rotectin  cons mers from a itin  r er stam s  nstea  an n e en ent er i cation e ime r ani ation co l  
evelo  t ese stan ar s escri e  later in t e olicy ecommen ations section 183 s also escri e  in t is section  

a man atory isclos re re ime is critical to e catin  sers a o t t e an ers of sin  DeFi rotocols t at are not 
co e a ite 184 s DeFi rotocols contin e to evolve an  enco ra e f r er ser e erimentation  t e at ack s rface 
area malevolent actors can tar et will only increase 185 stressin  t e nee  for o r aforementione  sol tions  
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DeFi rotocols also are e ose  to risks ose  y t eir n erlyin  lockc ains  For instance  lockc ains are 
il  an  maintaine  y vali ators  ali ator relate  risks incl e E  D e to t e i  trans arency of Et ere m  

vali ators can frontr n lockc ain transactions an  selectively or er t em to t eir ene t 186 ne can ar e t at t e 
risk is similar to information asymmetries in ra Fi wit  i  fre ency tra ers tra in  at tra itional e c an es 187 

t t ese risks involve a new cate ory of ar ici ants t e vali ators w ose o  it is to maintain a ne tral 
lic lockc ain  ccor in ly  economic incentives will nee  to e incor orate  into t e lockc ain to ro erly 

incentivi e vali ators an  ot er ar ici ants w o s or  lockc ain maintenance  For e am le  rivate sector 
sol tions  s c  as ainlink s Fair e encin  ervice F  erive  from aca emic researc  on transaction or er 
fairness an  transaction ata encry tion  el  a ress E  y removin  t e tem orary centrali ation in t e minin  

rocess an  ecentrali in  t e transaction or erin  rocess 188

n a ition  t e n erlyin  lockc ain may s ffer network con estion rin  times of i  se or stress  
ansomware at acks an  ot er sof ware e loits also may tri er network con estion an  ca se s ikes in 

transaction fees 189 lockc ain ase layers ayer s  t at aim for reater scala ility an  c ea er transaction costs  
roll s  an  ayer  scalin  sol tions t at overlay t e ayer  lockc ain are some forms of tec nolo ical sol tions 
in evelo ment to a ress t is network con estion iss e 190

181. crypToiSAC, t s cry toisac or  last visite  ly  

182. chAinAbUSe, t s c aina se com  last visite  ly  

183. See erar  rennan  en Fen  sie  Issues, Risks, and Challenges for Auditing Crypto Transactions, inT’l J. AccT. inFo. SyS   
  t is t e wil  west  for entities wit  material ositions in cry to assets st tryin  to re o t on t eir own ow to 

est re or  t ese cry to asset relate  transactions an  alances wit in e istin  acco ntin  stan ar s  t is also nclear for a itors 
ow to i entify an  e ec te a ro riate a it roce res w en t ey are erformin  nancial a its in w ic  cry to assets are 

si ni cantly involve   aws to re late cry to asset transactions an  centrali e  service rovi ers are fra mente  worl wi e  
is fra mentation also increases t e com le ity an  risk of e ernal a it com liance wit  relate  international re lations an  

stan ar s  

184. See isc ssion infra ar  n e en ent er i cation e ime r ani ation or  a self re latin  entity

185. For e am le  in t e niswa  v  w ite a er  t e innovation of ooks c stomi a le r les a e  to a li i ity ool to a tomatically 
tri er cer ain o erations carries otential risk  f a ook is ro ramme  incorrectly or malicio sly  it may in ce ne ecte  

e avior in t e li i ity ool i e  i er or lower fee rates  total lack of fees  etc  r  if a contract e loyer maintains control of t e 
ooks  t ey co l  e easily mani late  for ersonal ain  nc aine  The Chopping Block: Why Uniswap V4 Creates a Bigger 

Attack Surface Area, lAUrA Shin ne   t s o casts a le com s o cast t e c o in lock w y niswa v
creates a i i  see generally ams et al  supra note 20.

186. ar er  en  supra note 26, at 17. 

187. Id.; see also Philip Daian et al., Flash Boys 2.0: Frontrunning, Transaction Reordering, and Consensus Instability in Decentralized 
Exchanges, cornell Arxiv r   

188. ri el  Fair Sequencing Services: Enabling a Provably Fair DeFi Ecosystem, chAinlink e t    t s lo c ain link c ainlink
fair se encin services ena lin a rova ly fair e ecosystem .

189. See Konstantin okolov  Ransomware Activity and Blockchain Congestion, 141 J. oF Fin. econ.    notin  t at t e 
likeli oo  of itcoin lock con estion increases y  rin  a ty ical s ike in ransomware activity

190. o n F wol   ar os  arwikowski  Blockchain Layer 1 vs Layer 2 Scalability Solutions, hAcken ay   t s acken io
iscover l l scala ility ayer etwork.
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https://www.cryptoisac.org/
https://www.chainabuse.com/
https://podcasts.apple.com/us/podcast/the-chopping-block-why-uniswap-v4-creates-a/id1123922160?i=1000617136798
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https://blog.chain.link/chainlink-fair-sequencing-services-enabling-a-provably-fair-defi-ecosystem/
https://blog.chain.link/chainlink-fair-sequencing-services-enabling-a-provably-fair-defi-ecosystem/
https://hacken.io/discover/l1-l2-scalability/#Layer_1_Network
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t er o erational risks relate  to t e arc itect re of t e lockc ain can e t o t of as iss es relatin  to 
esta lis in  consens s a mec anism w ere y all t e no es of a istri te  lockc ain network a ree a o t 
t e information on a set of transactions  onsens s is necessary for verifyin  t e a t enticity of transactions an  
ens rin  t e eneral sec rity of t e lockc ain 191 n t e one an  iffic l ies in reac in  an a reement may lea  
to rare instances of network o ta es e to consens s fail res 192 n t e ot er an  concentrations of ower in 
t e vali ation rocess co l  lea  to  at acks or vali ator car els  lea in  to lockc ain al erations to t e ene t 
of t ose in control 193 De en in  on s eci c o ectives  al ernative consens s mec anisms to roof of ork o  
or o 194 s c  as D o  may alleviate t e o tline  risks y increasin  ecentrali ation or olsterin  t e o ectivity 
of transaction or erin 195
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s more ra Fi instit tions an  sers en a e wit  DeFi  t e interconnecte ness etween t e two sectors rows  
e conse ent network effects an  t e res l in  infl  of ca ital lea  to f r er innovation  increase  efficiency  

an  ains from economies of scale  owever  risks like DeFi rotocol fail res or sta lecoin r ns i e  an infl  of 
conversion eman s from cry to to at c rrency  may e ose ra Fi instit tions to cry to sector risks  owever  
si ni cant risks s illin  over from DeFi into ra Fi ave yet to materiali e  For e am le  t e colla se of erra na 
t at le  to  illion in losses i  not affect t e tra itional nancial system  t it i  e ose many eFi actors 
w o were over levera e  onversely  crises arisin  from ra Fi ave s ille  over into t e DeFi ecosystem 196 For 
e am le  w en ilicon alley ank colla se   of D s cas  reserves were st ck at t e ank lea in  to a 
tem orary ollar e e  of one of t e most im or ant ayment sta lecoins se  in DeFi 197 

ta lecoins are cry to assets esi ne  to tra e at ar wit  a reference asset s c  as t e  ollar  ty ically 
se  as a means of ayment or store of val e 198 ta lecoin iss ers are ty ically centrali e  es ecially at acke  
ayment sta lecoins  ta lecoins are vitally im or ant in DeFi as t ey rovi e t e main form of val e transfer 

i e  ayment  in DeFi systems 199 e se of sta lecoins ena les sers to move f n s etween vario s DeFi 
a lications wit o t avin  to conver  t eir assets into at c rrencies or to se slow tra itional ank ayment 
mec anisms e   wire transfers  etc  rin  t e rocess 200 

191. See ani arwal  eera  K mar  t acks on lockc ain   vances in om t     isc ssin  consens s 
an  le er ase  at acks  incl in  Finney at acks an   at acks  t s science irect com science ar icle a s ii

via Di .

192. See ar er  en  supra note 26, at 14. 

193. Id. at 19. 

194. Et ere m was rst la nc e  tili in  a roof of work rotocol an  later transitione  to a roof of stake mo el  See Proof-of-
Stake vs. Proof-of-Work: Security, eThereUm FoUnd., t s et ere m or en evelo ers ocs consens s mec anisms os os vs

ow sec rity last visite  ne  

195. any an n  iwei an  an ao  i o  D D o  A Delegated Proof of Stake Consensus Algorithm with Dynamic Trust, 187 
procediA compUT. Sci.    isc ssin  otential im lementations of D o  t at wo l  im rove sec rity of lockc ains  
Delegated Proof of Stake (DPoS): Disincentives for Attacks, biTShAreS, t s ow its ares works en master tec nolo y os

tml isincentives for at acks last visite  ne  

196. See, e.g., n rew eill  Stablecoin Depegging Highlights DeFi’s Exposure To TradFi Risks, S&p globAl ar    t s
s lo al com ratin s en researc ar icles sta lecoin e e in i li ts e s e os re to tra fi risks .

197. Kris tian an or  Circle Confirms $3.3B of USDC’s Cash Reserves Stuck at Failed Silicon Valley Bank, coindeSk ar    t s
coin esk com siness circle con rms of s cs cas reserves st ck at faile silicon valley ank .

198. or on  iao  Macroprudential Considerations for Tokenized Cash, Soc. Sci. rSch. cTr.,  e t    Application of the 
Principles for Financial Market Infrastructures to Stablecoin Arrangements, bAnk For inT’l SeTTlemenTS & inT’l org. oF Sec. comm’n., 8 ly 

  t s is or c mi l f.

199. See ay eakman  aolo esa ella  The Role of Stablecoins in Decentralized Finance and Combating Inflation, beincrypTo an   
 t s eincry to com t e role of sta lecoins in ecentrali e nance an com atin inflation .

200. eike ai  Stablecoins: DeFi, Libra and Beyond, Deutsche Bank Research ar     t s
researc com D E D ta lecoins DeFi i ra an eyon E D E

calias rwno e D ro ollection D .

5

https://doi.org/10.1016/bs.adcom.2020.08.020
https://www.sciencedirect.com/science/article/abs/pii/S0065245820300759?via%3Dihub
https://www.sciencedirect.com/science/article/abs/pii/S0065245820300759?via%3Dihub
https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/pos-vs-pow/#security
https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/pos-vs-pow/#security
https://how.bitshares.works/en/master/technology/dpos.html#disincentives-for-attacks
https://how.bitshares.works/en/master/technology/dpos.html#disincentives-for-attacks
https://www.spglobal.com/ratings/en/research/articles/230315-stablecoin-depegging-highlights-defi-s-exposure-to-tradfi-risks-12669023
https://www.spglobal.com/ratings/en/research/articles/230315-stablecoin-depegging-highlights-defi-s-exposure-to-tradfi-risks-12669023
https://www.coindesk.com/business/2023/03/11/circle-confirms-33b-of-usdcs-cash-reserves-stuck-at-failed-silicon-valley-bank/
https://www.coindesk.com/business/2023/03/11/circle-confirms-33b-of-usdcs-cash-reserves-stuck-at-failed-silicon-valley-bank/
https://www.bis.org/cpmi/publ/d206.pdf
https://beincrypto.com/the-role-of-stablecoins-in-decentralized-finance-and-combating-inflation/
https://www.dbresearch.com/PROD/RPS_EN-PROD/Stablecoins%3A_DeFi%2C_Libra_and_beyond/RPS_EN_DOC_VIEW.calias?rwnode=PROD0000000000435631&ProdCollection=PROD0000000000522496
https://www.dbresearch.com/PROD/RPS_EN-PROD/Stablecoins%3A_DeFi%2C_Libra_and_beyond/RPS_EN_DOC_VIEW.calias?rwnode=PROD0000000000435631&ProdCollection=PROD0000000000522496
https://www.dbresearch.com/PROD/RPS_EN-PROD/Stablecoins%3A_DeFi%2C_Libra_and_beyond/RPS_EN_DOC_VIEW.calias?rwnode=PROD0000000000435631&ProdCollection=PROD0000000000522496


41Key Elements of an Effective DeFi Framework 

D e to t e close connection etween at acke  sta lecoin iss ers an  t e tra itional nancial system  at acke  
sta lecoins are viewe  as a so rce of s illover risk to ra Fi  ome wi ely se  sta lecoin arran ements may even e 
consi ere  as lo al  systemically im or ant  nancial market infrastr ct res 201 owever  at acke  sta lecoins may 
also el  am en t e im act of DeFi volatility on t e tra itional nancial sector  For instance  rin  a ecline in i ital 
asset rices  t e e avior of cry to sers to re alance well collaterali e  sta lecoin ol in s from smar  contracts 
to e ernally owne  ra Fi acco nts may ins late t e tra itional nancial system from si ni cant eman s on at 
re em tion  t ere y rovi in  s or  to nancial sta ility an  minimi in  conta ion risk 202 oreover  t e n n lin  of 

ayment services an  cre it rovision fostere  y ayment sta lecoins an  ot er ntec  innovations may re ce t e 
systemic risk arisin  from li i ity mismatc es an  moral a ar  t at c rrently e ists in t e tra itional ankin  system 203

t is im or ant to note t at not all sta lecoins are alike  ereas sta lecoins sin  off c ain collateral s c  as 
cas  e ivalents  ank e osits  or commo ities re ire a centrali e  actor to mana e t e n erlyin  assets  
al orit mic sta lecoins t at se on c ain collateral are mana e  via smar  contracts an  D s  

1 Protocol Risks: Conclusion

ere t e risks for lic oo  rotocols cannot at times e miti ate  t ro  tec nical sol tions  re lators 
s o l  i entify an  locate t e ain oints in t ese rotocols ase  on t e ty e of rotocol an  DeFi services 
offere  ese ain oints may incl e co e flaws s c  as smar  contract v lnera ilities  or ro stness iss es wit  
t e n erlyin  lockc ain rin  i  stress or vol me infl  oreover  re lators s o l  consi er enco ra in  
mec anisms t at romote rotocol lon evity an  resiliency  

e lators worl wi e enerally a ere to t e re latory rinci le ame ctivity  ame isk  ame e lation  
w en re latin  tra itional non anks an  anks  t is nat ral t en for re lators to fall ack on t is familiar rinci le 
w en consi erin  re lation for t e i ital assets s ace 204 owever  e to DeFi s isinterme iate  nat re an  
novel tec nolo ical sol tions to rovi in  nancial services  as ar ic late  in t e sections a ove  DeFi can ave 
f n amentally very ifferent risks  so t is lon stan in  re latory rinci le oes not a ly well to DeFi in all instances

For instance  DeFi may en a e in t e same activities i e  similar nancial services  as t ose fo n  in ra Fi  t t e 
intrinsic o erational an  tec nolo ical ifferences in DeFi may res l  in different risks  s ela orate  a ove  cre it 
risks in ra Fi roa ly stem from orrowers  cre itwor iness ence  anks  reliance on cre it scores  s c  as 
F  w ile cre it risks are more minimi e  in DeFi len in  since rotocols ty ically rely on overcollaterali ation 205 

onse ently  trans osin  re lations writ en for ra Fi activities to DeFi activities is not always a ro riate to 
ac ieve t e same re latory o tcome of nancial so n ness an  cons mer rotection  erefore  t e foc s is on 
w et er t e risk not t e activity  is t e same  f t e risk is similar  t en t e re latory o tcome s o l  e similar  

201. See generally bAnk For inT’l SeTTlemenTS & inT’l org. oF Sec. comm’n. supra note  at  ar ic latin  stan ar s to etermine if  an  
w en  a sta lecoin ecomes systemically im or ant  

202. See iao  supra note  at  e aminin  t e relations i  etween erra sta lecoin colla se an  t e accom anyin  increases in 
alances in ot er forms of tokeni e  cas  

203. See id. at  i li tin  t at lic arantees  s c  as e osit ins rance an  ank ail o ts  incentivi e e cessive risk 
takin  an  t at n n lin  ayments from t e money ank ayments trian le can create new forms of com etition t at ene t 
cons mers  see generally e i  i i  Payment Risk and Bank Lending: The Tension between the Monetary and Financing Roles of 
Deposits 2-9 Fis er oll  of s  orkin  a er  a er o   r   

204. See, e.g., ress elease  Financial ta ility oar  F  ro oses Framework for t e nternational e lation of ry to sset 
ctivities ct    ey are ro n e  in t e rinci le of same activity  same risk  same re lation  w ere cry to assets 

an  interme iaries erform an e ivalent economic f nction to one erforme  y instr ments an  interme iaries of t e tra itional 
nancial sector  t ey s o l  e s ect to e ivalent re lation  

205. See isc ssion supra ene ts of Decentrali e  Finance  e cin  o nter ar y isk  

Ȇ]�ï®��¤ĐÂĪÂĐıǚ��Â¸¹®ą®ðĐ�YÂĉçĉǚ��Â¸¹®ą®ðĐ�Y®ºğé�ĐÂ÷ð� 
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elate ly  DeFi an  ra Fi activities t at iffer from eac  ot er may  in fact  s are similar ty es of risks  For instance  
en o eno sly acke  sta lecoins i ital assets acke  y collateral iss e  on t e same rotocol t at t e 

i ital asset is iss e resent similar information asymmetry risks also fo n  in some ra Fi tra in  activities i e  
a verse selection  moral a ar  ifferences in so istication etween sers an  market makers  etc  206 nlike 
e o eno sly acke  sta lecoins  if t e en o eno s sta lecoin colla ses  t e n erlyin  collateral wo l  colla se 
too 207 w ic  may stify re lation to ens re ro st cons mer an  investor rotections e  a lyin  relevant 
sec rities laws

DeFi also oses novel risks t at e istin  re latory frameworks were not esi ne  to a ress  o etermine w at 
re lation is a ro riate  re lators s o l  i entify t e relevant DeFi associate  activities  an  assess if t ey 

resent t e same  ifferent  or remove  risks  s a res l  Same Activity, Different Risk, Different Regulation but 
Same Regulatory Outcome  s o l  e t e rinci le followe  w en craf in  re latory a roac es for DeFi an  for 
miti atin  t e risks i li te  a ove 208

itionally  t e trans arency c aracteristics of DeFi a ress some of t e information asymmetries t at tra itional 
re lations aim to a ress  n ra Fi  sers rely on sinesses  ven ors  interme iaries  an  c sto ians to set le 
transactions  nformation asymmetries are revalent in t is mo el  necessitatin  re lation to esta lis  tr st in 
t ese vario s ar ies es ecially w en interme iaries ave lit le incentive to meet t e informational nee s of 
investors 209 onversely  DeFi allows sers to en a e in m l i le forms of eer to eer activities ase  on licly
availa le information on lockc ains w ile re cin  reliance on t ir ar y interme iaries  is feat re eliminates 
many of t e information asymmetries an  co nter ar y risks t at la e tra itional markets  

For t ese reasons  creatin  a t to r ose re latory framework is o timal  ome of t e most revalent DeFi risks 
ave een i enti e  in t e section a ove  owever  t is list is not e a stive  an  all DeFi risks cannot e a resse  
y an ex ante  one si e ts all a roac  Doin  so wo l  violate t e core esi n rinci le of Same Activity, Different 

Risk, Different Regulation but Same Regulatory Outcome  onse ently  a one si e ts all system wo l  risk c okin  
off DeFi s c rrent ene ts an  may stymie ene ts t at co l  arise as t e tec nolo y an  its se cases evolve  n 
contrast  an i eal re latory framework wo l  entail arsin  t ro  t e risk ro les of s eci c DeFi activities in 
consi eration of risk miti ation mec anisms w ile allowin  t e lic to rea  t e ene ts of t e new tec nolo ies

206. See te en  ecc et i  Kermit  c oen ol  TradFi and DeFi: Same Problems, Different Solutions, money & bAnking ay 30, 
 isc ssin  t e c allen es common to ot  DeFi  ra Fi  incl in  information asymmetries  market efficiency  an  market 

inte rity  see also ic ar  K  yons  anes  iswanat atra  What Keeps Stablecoins Stable?  at l rea  Econ  es  
orkin  a er  a er o   ay  isc ssin  t e information asymmetry resent in sta lecoin markets res on in  

to s ec lative events  in   an  ai   on  y am  an   on    am i n  Are the Stabilities of 
Stablecoins Connected?, J. indUS. bUS. econ. AT 2 an   isc ssin  t e information asymmetry in ta lecoin markets etween 
savvy evelo ers an  investors  ennar  nte  n o Fiel er  Elias tre le  The Impact of Transparent Money Flows: Effects 
of Stablecoin Transfers on the Returns and Trading Volume of Bitcoin, 170 Tech. ForecASTing Soc. chAnge 2-3, 7-9 e t   

emonstratin  t e e ree of lic information asymmetry in sta lecoin transfers  Enrico ossi  ta lecoins in Three Dimensions: 
Foundations of Value in the Crypto-Economy, Ucl cenT. For blockchAin Tech. AT 16-25 ne   isc ssin  t e similarity 
of information asymmetry in ra Fi an  DeFi markets  etailin  t e f nction of information asymmetry in sta lecoin markets in 

ar ic lar

207. See, e.g., What Is a Stablecoin?, chAinlink ct    t s lo c ain link sta lecoins t act ally isc ssin  t e colla se of 
 an  t e sim l aneo s colla se of its s ose  n erlyin  collateral   See also Two Thought Experiments to Evaluate 

Automated Stablecoins, viTAlik bUTerin ay   t s vitalik ca eneral sta le tml  en constr ctin  a 
le al framework for re latin  rotocol minte  sta lecoins t at are f lly or ar ially acke  wit  on c ain collateral D  for 
e am le  re lators s o l  i entify t e ality of a sta lecoin s collateral t at rovi es t e asis for its e  n ar ic lar  if t e 
sta lecoin s n erlyin  collateral is closely tie  wit  t e ne s of t e same rotocol t at mints t e sta lecoin commonly referre  
to as en o eno s collaterali ation  t ere is a ei tene  risk t e sta lecoin can lose its e  rin  times of ei tene  market 
activity  n contrast  sta lecoins t at tili e i ality collateral t at e ists o tsi e of t e same rotocol t at mints t e sta lecoin 
commonly referre  to as e o eno sly collaterali e  sta lecoins  ave em irically erforme  et er in terms of maintainin  t eir 
ollar e  itionally  sta lecoins are of en not entirely en o eno sly or e o eno sly collaterali e  an  some sta lecoins  s c  

as Fra  se a com ination of ot  en o eno s an  e o eno s collateral  See generally Adrien d’Avernas, Vincent Maurin & Quentin 
Vandeweyer, Can Stablecoins Be Stable? ecker Frie man nst  niv  ica o orkin  a er o   e t  

208. Eval atin  t e ifferences in risks n erlyin  ra Fi roker ealers an  non c sto ial DeFi e c an es  is ar ic larly ill minatin  
ere  ot  ar ies ena le sers to en a e in t e same activity  w ic  is rovi in  a form of ca ital tra itional at or a cry to asset  

to ac ire a new asset  owever  in DeFi e c an es  sers never transfer c sto y of t eir assets w ereas ra Fi roker ealers 
of en take c stomer s assets  creatin  more risk for t e lat er  See ennin s  supra note 30. 

209. et er from n reessen orowit  to  reas ry  supra note 40.

https://blog.chain.link/stablecoins-but-actually
https://vitalik.ca/general/2022/05/25/stable.html
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Source: alvaro pinot/unsplash
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1

s e laine  a ove  DeFi rovi es a n m er of ene ts w ile eliminatin  some of t e risks resent in t e tra itional 
nancial system  owever  some risks remain  many novel e to t e new tec nolo y  eca se t e risks resente  

in DeFi are f n amentally ifferent from t ose in ra Fi  t e a lication of t e ate  rinci le Same Activity, 
Different Risk, Different Regulation, Same Regulatory Outcome  wo l  e more effective for rotectin  cons mers  
an  ens rin  nancial safety an  so n ness  

e olicy recommen ations ela orate  elow were evelo e  af er caref lly assessin  t e ty es of risks t at 
DeFi oses to cons mers  an  ow est to miti ate t ese risks t ro  re cin  information asymmetries  
increasin  network sec rity  an  im lementin  ot er cons mer safe ar s  

Followin  t e re latory a roac  Regulate Businesses, Not Public Good Protocols  w ic  a eres to t e rinci le 
Same Activity, Different Risk, Different Regulation but Same Regulatory Outcome  y lacin  re latory o li ations 
on t e a o eratin  sinesses  we ro ose t e followin  t ree olicy recommen ations  e elieve t is 
a roac  ens res cons mer an  investor rotection  an  miti ates nancial risks wit o t stiflin  t e ene ts of 
t ese innovative tec nolo ies

e ela orate on eac  olicy recommen ation elow

C�ðª�Đ÷ąı��Âĉ¤é÷ĉğą®�Y®ºÂï®

o ac ieve a s staina le  ser centric e  ar ici ants m st e em owere  to navi ate an ever c an in  an  
com le  ecentrali e  environment  Enforcin  man atory isclos res on sinesses can el  to facilitate ser 
a tonomy an  ecosystem resiliency 210 

Code disclosure

e rinci le of trans arency an  isclos re ave serve  as t e e rock of fair markets re lation to ay an  
s o l  lay a critical role for DeFi as well  ile t e rotocols ave licly viewa le co e  most en  sers cannot 
rea  ro rammin  co e 211 rotocol isclos res s o l  e conveye  in an easy to n erstan  manner for t e 
avera e ser an  isclose  y t e a o eratin  siness t at c ooses to il  a s on t e rotocol  refera ly 
via t e we site of t e a o eratin  siness  

210. See, e.g., Structured Disclosure at the SEC: History and Rulemaking, U.S. Sec. & exch. comm’n, t s sec ov a e
os istoryan r lemakin  last visite  ne   e lainin  t at isclos res ave een tili e  y t e E  to rotect investors 
an  maintain fair an  efficient markets  see generally also ris r mmer  Disclosure, dApps and DeFi, TAnFord J. oF blockchAin l. And 
pol’y. ar   at  n  tracin  t e istorical role isclos res ave laye  for investor rotection since t e s  

211. r mmer  supra note 210, at 32. 

C�ðª�Đ÷ąı��Âĉ¤é÷ĉğą®�¸÷ą��ĂĂǺJĂ®ą�ĐÂðº��ğĉÂð®ĉĉ®ĉ�
 stan ar i e  isclos re re ime for a o eratin  sinesses t at incl es information 

a o t t e n erlyin  DeFi rotocol

Iðª®Ă®ðª®ðĐ��®ąđÂŃ¤�ĐÂ÷ðǙ
e esta lis ment of an n e en ent er i cation e ime r ani ation  w ic  

cer i es DeFi rotocols t at meet t e s criteria  incl in  sec rity co e a its

Y®ºğé�Đ÷ąı�]�¸®�)�ą£÷ąǙ
 safe ar or re ime for nascent rotocols t at aim to ecentrali e

1

2

3

https://www.sec.gov/page/osdhistoryandrulemaking
https://www.sec.gov/page/osdhistoryandrulemaking
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rrently  t ere is no stan ar  for w at a isclos re a o t t e n erlyin  rotocol s o l  incl e  t minim m  
t e isclos re may incl e ow t e rotocol works  overnance  f n s an  assets mana ement  sec rity  an  
ot er material terms  ile w ite a ers may el  ri e t is tec nical a  t ey may e lle  wit  conf sin  
terms or overstate t e rotocol s a ilities 212 ore s eci cally  t e sec rity as ect of t e isclos re s o l  incl e 
information a o t w et er a sec rity co e a it was con cte  an  its res l s  itionally  t e a o eratin  

siness s o l  isclose w at reme iation aven es  if any  are availa le to t e en  ser  Disclos res s o l  im ar  
clear  ser frien ly information an  co l  consist of a set of sim le yet essential yes or no estions  ey s o l  
also offer relevant e lanatory ata oints  s c  as n m er of o tstan in  tokens  etc  or a set of risk in ices on 
t e ome a e of t e a s we site  w ic  may e f r er ela orate  elsew ere on t e site 213 

en cons mers an  investors n  information iffic l  an  costly to access or analy e  a variety of arms may 
res l  an atory  com re ensi le isclos res a ress t is information a  w ic  in t rn lea s to more efficient 
markets an  allows ar ici ants to mana e risks in ways t at co l  lea  to m t ally ene cial con ct 214 is 
framework wo l  also incentivi e a o eratin  sinesses to caref lly assess an  c oose w ic  rotocols to 

il  on  l imately  t e isclos res t emselves can e levera e  as a stan ar set in  mec anism t at co l  
facilitate en ance  cy ersec rity an  rotocol ro stness t ro o t t e ecosystem 215 

Protocol-Related Disclosures by App-Operating Businesses

DeFi sinesses s o l  isclose w ic  n erlyin  rotocol s  t ey se to rovi e t eir services an  
a itional isclos res relate  to t e safety of t e rotocol s  rotocol isclos res can e roa ly classi e  
into fo r cate ories as a lica le 216 

 eneral sof ware isclos res 
 tokens isclos res
 nancial isclos res 
 a tomation isclos res

o et er  t ese isclos res s o l  rovi e am le information to sers so t ey can ickly n erstan  
t e risks of interactin  wit  sinesses t at tili e t ese rotocols  oreover  t ese isclos res are 
com re ensive an  re ire sinesses to tili e reso rces  

212. Id. 

213. ile a inary yes or no estion may rovi e t e most concise elivery of information  t is may fail to escri e all imensions 
of risk  s c  as w en t e last risk took lace  w et er t e newest version of t e rotocol as een a ite  or if t e a it res l s 
were lic  avier eegan, Identifying Key Non-Financial Risks in Decentralised Finance on Ethereum Blockc ain ct    

esis  oly ec nic niversity of ilan  t s researc ate net lication entifyin Key on Financial isks
in Decentralise Finance on Et ere m lockc ain.

214. See illiam a n son  The Failure of Market Efficiency, 48 brighAm yoUng Univ. l. rev. 827, 843-45 r    e lainin  
t at nancial re lation  s c  as t e ec rities ct of  t e nvestment om any ct of  t e illiams ct of  e 

ar anes ley ct of  an  t e Do Frank ct of  all serve  to re ire t e ro ction of information for nancial 
markets t at ena le  more rational ecisions  an  more m t ally ene cial transactions  

215. See Do las  rner  Dirk  et sc e  oss  ckley  amieson  Kirkwoo  The Financialization of Crypto: Lessons from 
FTX and the Crypto Winter of 2022-2023, Univ. oF h.k.19-20 ay   em asi in  t e nee  for stan ar i e  information 

isclos re re irements incl in  a itin  stan ar s  see also al as o   rimavera De Fili i  r st in onte  e m act 
of e lation on lockc ain an  DeFi  Univ. oF AmSTerdAm cTr. For l. & econ. ar    in illiam on  Kim erly ra er  Daniel 

a et i  enry e rave  The Dark Side of Crypto and Web3: Crypto Related Scams Fe    isc ssin  a its as a means 
of im rovin  sec rity an  reventin  fra

216. Crypto Asset Disclosure Study Insights on Holders and How They Analyze Their Holdings at 3, broAdridge  t s
roa ri e com assets f roa ri e cry to asset isclos re st y re or f.

https://www.researchgate.net/publication/344689196_Identifying_Key_Non-Financial_Risks_in_Decentralised_Finance_on_Ethereum_Blockchain
https://www.researchgate.net/publication/344689196_Identifying_Key_Non-Financial_Risks_in_Decentralised_Finance_on_Ethereum_Blockchain
https://www.broadridge.com/_assets/pdf/broadridge-crypto-asset-disclosure-study-report.pdf
https://www.broadridge.com/_assets/pdf/broadridge-crypto-asset-disclosure-study-report.pdf
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Protocol-Related Disclosures by App-Operating Businesses  ontin e

of ware isclos res relate to eneral information a o t t e f nctionin  of t e rotocol  incl in  its 
r ose an  feat res  overnance  otential mo i cations  an  official comm nication c annels  t also 

incl es elineatin  risks an  any meas res to miti ate t em  s c  as emer ency roce res   o nty 
ro rams  or rocesses for on oin  monitorin

n essential com onent of sof ware isclos res is t e co e a its of t e n erlyin  rotocol  w ic  
an a lication rovi es access to  c  co e a its rovi e isclos res t at are critical for ens rin  
t e rotocol s overall sec rity an  esta lis in  cons mer tr st   est ractice for co e a its incl es 

n er oin  t ree imensions of analysis  static  ynamic  an  sof ware com osition i e  e ernal 
e en encies 217 o e a it a rovals s o l  e rante  for a limite  time an  may e wit rawn if a 

sec rity reac  is iscovere  or t ere is a si ni cant co e c an e 218 

oken isclos res relate to t e rotocol s native token s  is entails escri tions of t e token s r ose  
tility  s ecial feat res  an  information re ar in  its la nc  s ly  an  istri tion  t er token relate  
isclos res incl e otential risk factors associate  wit  ol in  or tra in  t e native token  any overnance 

feat res incl in  r les relate  to ar ici atin  in t e ecision makin  rocess  an  so rces of official 
comm nication c annels for f t re anno ncements relatin  to ates an  c an es t at may e ma e to 
t e token  ote t at not all DeFi rotocols create tokens

Financial isclos res more enerally relate to any otential earnin s an  fees t at sers may inc r w en 
interactin  wit  t e rotocol  incl in  from activities s c  as minin  stakin  an  li i ity rovision   

ese isclos res s o l  also escri e ow sers can in e en ently access  searc  an  verify t eir 
transaction istory  

Finally  a tomation isclos res relate to t e a tonomo s feat res of a rotocol s smar  contracts  For 
instance  t is may incl e

• i entifyin  as ects of t e rotocol t at are imm ta le vers s m ta le ra ea le

• if m ta le  w at are t e relevant mec anisms  in terms of ot  overnance an  si nat re sc emes  

• ow smar  contracts are se  to e c an e cry to assets  an

• form las se  to etermine t e ricin  an  com osition of native tokens  or rocesses t ro  w ic  
an a rove  D  overnance ro osal is im lemente  in t e rotocol s smar  contract  

eca se some ecentrali e  rotocols rely on D s for co e ates an  al erations  it is conceiva le for 
a rotocol s D  to e res onsi le for rovi in  ates an  any a itional information to ens re renewe  

 cer i cation see followin  section on isc ssion of  cer i cation  For re or in  r oses  some 
noti cations of c an es an  im lications of t e c an es co l  e a tomate

ile t is list is not e a stive  it aims to ill strate t e ty es of isclos res relate  to rotocols  in contrast 
to t e activities ase  isclos res escri e  in t e followin  section  e lators wo l  iss e man atory 

isclos re re irements for a o eratin  sinesses  w ile t e  co l  rovi e an a itional 
etermination of relevant rotocol isclos res for rotocol evelo ers  

217. See livier Flic e et al , “decenTrAliSed” or “diSinTermediATed” FinAnce: whAT regUlATory reSponSe? 32-33 (diScUSSion pAper, French 
prUdenTiAl SUperviSion And reSolUTion AUThoriTy, 2023), t s ac r an e france fr sites efa l les me ias oc ments

ecentralise isinterme iate nance en f  tatic analysis makes it ossi le to etect formal errors in ro rammin  or 
esi n  ynamic analysis foc ses on monitorin  t e e ec tion of t e ro ram  nally  sof ware com osition analysis sca  makes it 
ossi le to raw  an inventory of t e e ernal e en encies of t e ro ram n er review to t ir ar y li raries or o en so rce 

com onents  

218. e  tili in  its e er ise  s o l  etermine t e erio  of time a co e a it a roval lasts as well as w at constit tes a 
si ni cant co e c an e  

https://acpr.banque-france.fr/sites/default/files/medias/documents/20230403_decentralised_disintermediated_finance_en.pdf
https://acpr.banque-france.fr/sites/default/files/medias/documents/20230403_decentralised_disintermediated_finance_en.pdf
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s or anic foo  ro ction e an to row in t e s an  s  farmers  foo  rocessors an  istri tors 
wante  to comm nicate to cons mers t at t eir ro cts were not ro ce  sin  synt etic c emicals 219 
n e en ent cer i cation or ani ations  w ic  were self re latin  entities t at etermine  criteria for or anic 
cer i cation  were forme  to evelo  criteria for an or anic foo s la el  el in  cons mers to n erstan  w at 
t ey were cons min 220 is a er ro oses an n e en ent er i cation e ime r ani ation akin to t ese 
or anic cer i cation or ani ations

e se t is in e en ent cer i cation mo el as a i in  oint rat er t an t e mo el of tra itional elf e latory 
r ani ations s  s c  as ec rities  E c an e ommission overseen stock e c an es e  ew ork 
tock E c an e  etc  clearin  o ses e  De ository r st an  learin  or oration  etc  an  roker ealer 

associations e  Financial n stry e latory t ority 221 or esi nate  markets overseen y t e ommo ity 
F t res ra e ommission e  ica o ercantile E c an e  etc  erivatives clearin  or ani ations e  

tions learin  or oration  or re istere  f t res associations e  ational F t res ssociation 222 owever  
it is ossi le t at over time t is  co l  ecome an  overseen y a nancial re lator an i ea t at some 
aca emics ave ro ose 223

e s rotocol cer i cation ro ram el s avoi  lacin  e cessive com liance r ens on sof ware 
evelo ers w ile also incentivi in  t em to im lement est ractices to ain ser a o tion 224 n a ition  an 

 can set stan ar s an  est ractices  f t e rotocol fails to meet t e s criteria  t e  can eit er 
ecer ify or not renew t e rotocol s cer i cation  f ro erly im lemente  an  co l  lea  to effective in stry 

stan ar s  wit  y in from in stry ar ici ants

c  a cer i cation accom lis es several oals  First  it fosters market efficiency sinesses wo l  no lon er  
ave to e en  t e time necessary to answer all t e relevant isclos res  econ  a cer i cation re ime  
ro ces a flyw eel effect w erein rotocols are eavily enco ra e  to rovi e a e ate isclos res  For 

e am le  a siness is more likely to se a er i e  rotocol t an a non cer i e  one since t e former as alrea y 
receive  an a t oritative stam  of a roval  rotocol evelo ers  w o are incentivi e  to at ract as many sers 
to t eir rotocol as ossi le  know t is an  conse ently wo l  take t e time to receive a cer i cation to at ract 

sinesses  astly  t e  can el  etermine est ractices in risk mana ement  co e a its  isclos res  
etc  est rotocol ractices can im rove cons mer safety an  cy ersec rity wit o t stiflin  t e rocess of 
tec nolo ical innovation 225 

219. essica Ellswor  e istory of r anic Foo  e lation ne   ir  ear a er  arvar  aw c ool  on le wit  t e 
arvar  niversity i rary ystem  

220. Id. 

221. See, e.g., Self-Regulatory Organization (SRO) Rulemaking & National Market System (NMS) Plans, U.S. Sec. & exch. comm’n, t s
sec ov r les sro sro s tml last visite  ne  

222. See, e.g., CFTC Oversight, U.S. gov’T AccoUnTAbiliTy oFF., t s ao ov ro cts r last visite  ne  

223. See imot y  assa   owell ackson  How to Improve Regulation of Crypto Today—Without Congressional Action—and Make 
the Industry Pay for It, at  rookin s  tc ins enter orkin  a er  ct   isc ssin  t e otential for a oint E F  

ry to  t s rookin s e w content loa s assa ackson ate f.

224. is is alrea y ein  consi ere  across a n m er of ris ictions  See, e.g., Response to ACPR’s Discussion Paper: “‘Decentralised’ 
or ‘Disintermediated’ Finance: What Regulatory Response”, polygon lAbS ay   t s oly on tec nolo y lo res onse
to ac rs isc ssion a er ecentralise or isinterme iate nance w at re latory res onse tm so rce ac r res onse

lo tm me i m lo .

225. See isc ssion supra Disclos res an  tan ar et in

2

https://www.sec.gov/rules/sro/sro.shtml
https://www.sec.gov/rules/sro/sro.shtml
https://www.gao.gov/products/ggd-92-28r
https://www.brookings.edu/wp-content/uploads/2022/10/WP79-Massad-Jackson-updated-2.pdf
https://polygon.technology/blog/response-to-acprs-discussion-paper-decentralised-or-disintermediated-finance-what-regulatory-response?utm_source=acpr-response-blog&utm_medium=blog
https://polygon.technology/blog/response-to-acprs-discussion-paper-decentralised-or-disintermediated-finance-what-regulatory-response?utm_source=acpr-response-blog&utm_medium=blog
https://polygon.technology/blog/response-to-acprs-discussion-paper-decentralised-or-disintermediated-finance-what-regulatory-response?utm_source=acpr-response-blog&utm_medium=blog
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FIGURE 3

Safe Harbor Approach: 

Regulatory Burden vs. 

Progressive Decentralization
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s o tline  in t e Same Activity, Different Risks, Different Regulation but Same Regulatory Outcome  section   
t e risks t at DeFi resents can e f n amentally ifferent to t ose in ra Fi  an  e istin  entities ase  
re lations were not raf e  to a ress t ese DeFi s eci c risks  o foster innovation in a risk cali rate  manner  
t is a er ro oses a safe ar or for ro ressively ecentrali in  rotocols t at can event ally ecome lic 

oo  rotocols

any DeFi rotocols  w en la nc e  o not star  off as ecentrali e  c  rotocols evelo  an  mor  over 
time into rotocols t at are ecentrali e  in overnance an  o erations i e  ro ressive ecentrali ation  is 

ra al rocess is ene cial  as reater control ena les t e evelo ers of t e rotocol to ens re t at it is not 
v lnera le to at ack  s con ence in t e rotocol s safety rows  t e evelo ers ra ally remove any elements 
of control s c  as a se mec anisms  to make it f lly ecentrali e  o allow for ro ressive ecentrali ation to 
occ r in a controlle  manner t at rotects cons mers  t is a er s ests t at re lators rovi e a safe ar or for 
newly release  rotocols t at aim to ecentrali e 226 

o e eli i le for a re latory safe ar or  rotocol evelo ers m st rst com ly wit  t e man atory isclos re 
re irements ar ic late  in t e revio s section  e  s o l  etermine any a itional eneral an  safe 

ar or s eci c eli i ility criteria to receive t e e em tions 227 For instance  a reasona le time erio  for t e 
safe ar ors wo l  e two to t ree years  an  cer ain ma im m  t res ol s co l  e esta lis e 228 afe 

ar or ar ici ants also may e re ire  to s mit co e a its an  an entry e it strate y  as well as erio ic 
re or s rin  t e erio  of re latory s el er for re latory monitorin  an  analysis  e re latory re irements 

ecrease as t e rotocol ro ressively ecentrali es  nce t e rotocol as transforme  into a lic oo  
rotocol  t e rotocol ra ates o t of t e safe ar or ro ram an  rovi es t e accom anyin  ene ts of lic 
oo  rotocols 229 ee Fi re  elow an  Fi re  for more etails a o t safe ar or com liance

226. is safe ar or a roac  as een t forwar  y E  ommissioner ester eirce  eirce  supra note 14. 

227. See, e.g., o   w ic  ar ic lates ow m l i le safe ar ors can e esta lis e  via eneral an  safe ar or s eci c eli i ility 
re irements

228. See eirce supra note 14.

229. See isc ssion supra ene ts of DeFi

3
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ote t at some rotocols may not ecome lic oo  rotocols rin  t e safe ar or ro ram eca se t ey 
o not reac  t e oint of ecentrali ation  ese on lic oo  rotocols wo l  e s ect to t e e istin  

re lations accor in  to t eir activities 230 ee Fi re  elow on t e ifferent at ways a transitionin  rotocol can 
take wit in o r ro ose  re latory framework

s or raye  in Fi re  t ere are rimarily t ree at ways for DeFi rotocols  f t e DeFi rotocol meets t e 
man atory isclos re re irements an  t e re latory safe ar or eli i ility re irements  t en it can eit er i  fail 
to ecentrali e an  wo l  t erefore e s ect to re lation or ii  ecentrali e an  ecome a lic oo  rotocol 
meanin  it wo l  not e s ect to re lation  an  e eli i le for  cer i cation  ote t at t e re latory safe 
ar or may re ire a co e a it to enter t e ro ram an  may a itionally re ire co e a its rin  t e co rse of 

t e ro ram

n t e ot er an  if t e transformin  DeFi rotocol oes not ave feat res t at s or  a o eratin  sinesses 
in com lyin  wit  t eir man atory isclos re re irements  t en it wo l  fail to alify for ot  a re latory safe 

ar or an  an  cer i cation  t also wo l  e s ect to re lation  ile it is im ossi le to revent s c  non
com liant rotocols from e istin  t e lack of le itimacy e to t e a sence of cer i cation wo l  isincentivi e 
mass sa e  itionally  t e sinesses o eratin  t ese non com liant rotocols wo l  e s ect to re lation  
minimi in  t e risks t ey resent to cons mers  

230. n t e case a ro ressively ecentrali in  rotocol c ooses not to rovi e t e necessary materials to meet t e eli i ility of t e safe 
ar or  s c  a rotocol s o l  e consi ere  non com liant an  t erefore is not eli i le to e a cer i e  rotocol  ile it may e 

im ossi le to revent s c  ecentrali e  rotocols from e istin  t e lack of le itimacy e to t e a sence of cer i cation wo l  
isincentivi e mass sa e of a non com liant rotocol

FIGURE 4
U÷Đ®ðĐÂ�é�U�Đ¿ī�ıĉ�¸÷ą�
Uą÷ºą®ĉĉÂĪ®éı�Ǻ�
�®¤®ðĐą�éÂĻÂðº�
Uą÷Đ÷¤÷éĉ
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ase t y  
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 e  arallel t at ill strates t e im or ance of safe ar ors for innovative in stries is t e Di ital 
illenni m o yri t ct D  of  w ic  rovi es a safe ar or for online service rovi ers  y 

s iel in  t em from  lia ility for t e content its sers oste 231 it o t t is safe ar or  many of t e e  
com anies t at ave ecome fo n ational in facilitatin  lic comm nication an  a vancin  t e i ital 
economy wo l  not ave s rvive  to t is ay  

It was likely no overstatement to say that the DMCA, and in particular its safe harbor provisions, saved the web 
as we know it today. Without the safe harbor provisions, social networking would likely not exist, and blogging 
would probably be confined to those who could host their own servers rather than being readily accessible to 
the masses at virtually no cost. Without the safe harbor provisions, the nascent field of cloud computing would 
likely have been strangled in the crib, or at least stunted and twisted to carefully fit the confines of the most recent 
court case. Without the safe harbor provisions being codified, Google most likely would have refused to purchase 
YouTube due to the obvious concerns about secondary liability that such a service model provides.”232

n er t e D  t ere are fo r ty es of safe ar or rovisions ase  on t e ty e of  activity  stora e  
transmission  cac in  an  se of information location tools 233 afe ar or eli i ility con itions incl e 
re irin  s to a o t meas res to a ress sers w o re eate ly infrin e co yri ts an  to not interfere 
wit  co yri t owners w en t ey try to i entify an  rotect t eir works 234 Eac  safe ar or rovision as 
a itional eli i ility con itions 235 For e am le  to e eli i le for t e stora e safe ar or  s m st a ree 
to take own t e infrin in  material on knowle e or awareness of a violation 236

ascent star s of en are na le to affor  t e costs of liti ation  even w en t ey are con ent of winnin  
e 237 y removin  re latory ncer ainty  small e  com anies were em owere  to innovate more 

freely 238 F r ermore  t e D s safe ar or rovisions enco ra e  investments in many of star s t at 
ot erwise wo l  not ave een f n e  wit o t t ese re latory e em tions 239

tsi e t e  many co ntries also reco ni e  t e im or ance of safe ar ors in fosterin  innovative 
tec nolo y in stries rin  e  n a  stralian overnment re or  on il in  t e co ntry s i ital 
economy  t e overnment i li te  t e fact t at safe ar ors co l  el  sinesses re ce t e risks 
arisin  from re latory ncer ainty  at ractin  reater investment into t e co ntry 240 owever  a safe ar or 
wit  overly strin ent restrictions can stifle nascent sinesses  For e am le  n er France s im lementation 
of t e  Directive on Electronic ommerce E D t e E ro ean arallel to t e D we site 

lis ers were ineli i le for t e safe ar or rotections t at ot er E ro ean we site lis ers a  
Event ally  Frenc  social news sites  s c  as F fr  a  to s t own  241 

231. imot y iseman  imitin  nnovation ro  illf l lin ness   Univ. nev      t s sc olars law nlv e c i
viewcontent c i ar icle conte nl .

232. Id. at 515. 

233.    see also itc ell immerman  Your DMCA Safe Harbor Questions Answered, Fenwick  t s assets fenwick com
le acy FenwickDoc ments D f.

234. Id. 

235.    on  sc  erv  Di ital illeni m o yri t ct D  SAFe hArbor proviSionS For online Service providerS: A legAl 
overview  o yri t ct  

236. Id.

237. Id.

238. See iseman supra note 231, at 215. 

239. Id.

240. Id. at 229.

241. See iseman supra note 231, at 229.

http://Fuzz.fr
https://scholars.law.unlv.edu/cgi/viewcontent.cgi?article=1531&context=nlj
https://scholars.law.unlv.edu/cgi/viewcontent.cgi?article=1531&context=nlj
https://assets.fenwick.com/legacy/FenwickDocuments/DMCA-QA.pdf
https://assets.fenwick.com/legacy/FenwickDocuments/DMCA-QA.pdf
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FIGURE 5 
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Source: mica  oswell/unsplash
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DeFi is a ickly rowin  an  evolvin  in stry  t it is still nascent  is a er s ro ose  e late sinesses  
ot lic oo  rotocols  a roac  to re lation rovi es many of t e necessary economic an  re latory 

incentives to enco ra e DeFi rotocols to e eit er  re late  as sinesses or  not e licitly re late  e 
to t eir stat s as a lic oo  rotocol  w ic  can e facilitate  y o r ro ose  re latory safe ar or ro ram  

an atory isclos re o li ations wo l  e t e res onsi ility of t e a o eratin  sinesses  an  t is isclos re 
re ime wo l  e en ance  y a cer i cation re ime w ere y t e  rovi es in e en ent cer i cation of lic 

oo  rotocols  m or antly  a erin  to t e ate  re latory rinci le of Same Activity, Different Risk, Different 
Regulation but Same Regulatory Outcome  t is framework will el  foster t e ositive ene ts s or e  y t e 
o en so rce  a tonomo s  stan ar i e  an  non iscriminatory feat res of lic oo  rotocols t at will serve 
as t e lic oo s infrastr ct re for t e DeFi an  e  ecosystem of t e f t re   
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incere a reciation is e en e  to t e in ivi als elow  w o in many cases s ent n mero s o rs rovi in  
critical in t an  fee ack to t e raf s  ese in ivi als re resent t e ma ority of  mem ers  an  t eir iverse 
insi ts are f n amental to t e s ccess of t is work  
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